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This instruction applies to Pope AFB assigned CAT members/personnel. This instruction is designed for
use by CAT members of the 43d Airlift Wing and designated tenant units. It is referenced material from
the Transition Operations Plan (TOP) and outlines the general responsibilities, functions, and procedures
for efficient Crisis Action Team (CAT) operations. The CAT is the central agency managed by the 43d
Airlift Wing Commander (43 AW/CC) to assist in decision-making during emergency and increased
readiness operations. The CAT will be structured for extended operations, flexible response to changing
situations and optimum use of existing assets. This instruction will be used when it becomes necessary to
activate the CAT. It will be implemented by 43d Wing Plans and Inspections (43 AW/XP) at the discretion
of the 43 AW/CC. Tasked units and offices may prepare internal instructions, procedures and checklists as
required to meet the objectives of this instruction. All tasked units are highly encouraged to develop and
maintain continuity binders for their functional areas in the Group binders located at the Crisis Action
Team Center.
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1. Introduction.

1.1. General. The 43d Airlift Wing Commander (43 AW/CC) and staff are charged with providing
timely, accurate, and continuous direction to the wing during contingency operations, emergencies,
and evaluations of the wing’s capabilities. The CAT, key wing personnel knowledgeable in all phases
of the unit mission, will assemble in the wing Crisis Action Team Center (CATC), when notified, to
direct essential wing functions. The CAT is additionally utilized as an aid in the transition from a
peacetime posture to deploying wing assets for combat, as well as a preparation measure for locally
generated Expeditionary Operational Readiness Inspection (EORI), Major Accident Response Exer-
cise (MARE), higher headquarters Expeditionary Operational Readiness Inspection (EORI), Severe
Weather, or at the discretion of the 43 AW/CC.

1.2. Concept of Operations. The CAT shall be formed automatically upon an increase in defense
readiness condition (DEFCON), at the direction of higher headquarters or 43 AW/CC. The CAT will
be structured for extended operations, flexible response to changing situations, and optimum use of
existing assets. All primary CAT members will maintain immediate recall capability. The 43 AW/CP
will initiate recall of CAT personnel at the discretion of the 43 AW/CC or his designated representa-
tive and a CAT activation report will be submitted to TACC EAST cell via an immediate precedence
DMS message with voice used as a secondary means of notification. A CAT deactivation report will
be submitted when the CAT is no longer formed.

1.2.1. Once activated, primary CAT members will report to the CATC located in the Operations
Group, building 900, room 234 within one hour of notification and a situation assessment “Quick
Look” briefing will be conducted. The CAT Director (43 AW/CC will designate a prescribed time
for the Initial CAT Briefing where action items will be addressed and as a minimum (as the situa-
tion dictates), the 43 AW/XP, 43 OSS/OSW, 43 OSS/IN, and 43 AW/CP (SORTS) will provide a
briefing to the CAT outlining current conditions and CAT Facilitator (Chief XP) will review
appropriate Quick Reaction Checklist (QRC). The Group Control Centers and Unit Control Cen-
ters (GCC/UCC) will be activated as situations dictate [AW QRCs or Wing Commander guidance.

1.2.2. All tasked agencies and individuals must remain flexible to respond to other scenarios and
rapidly changing situations. CAT personnel will have broad knowledge of unit and base contin-
gency support plans and possess a minimum of a SECRET clearance. This instruction does not
encompass all contingency situations. Refer to unit and base support plans for additional required
actions and responsibilities.

1.2.3. When conditions no longer warrant a full CAT, the CAT Director may reduce manning to an
appropriate level. A Contingency Support Staff (CSS), consisting of functional area experts from
each group, administrative personnel, and runners, will aid the CAT in their operation. The CSS
members will be briefed by their Group Commander and remain operational for as long as the
CAT Director deems necessary. The CSS will provide daily status briefings as directed to the CAT
Director or their designated representative.

2. Organization.

2.1. Composition. The composition of the CAT is dependent upon the operation or contingency being
tasked. The composition is at the discretion of the 43 AW/CC, but as a minimum the primary CAT will
be manned by Group Commanders or their designated representatives. The intent is for a single entity
of expertise to be centrally located to manage subordinate workcenters and provide guidance and rec-



4 POPEAFBI10-101 15 AUGUST 2001

ommendations to the commander. In the absence of the 43 AW/CC, the responsibility and authority of
the CAT goes to the 43 AW/CV and in their absence to the 43 OG/CC. For local emergencies, Major
Accident Response Exercises (MAREs), and deployment exercises the composition will consist of the
primary CAT and those designated by the 43 AW/CC.

2.1.1. Primary Crisis Action Team: The composition of the primary CAT will consist of the fol-
lowing personnel or their designated representative:

Wing Commander (43 AW/CC) Operations Group Commander (43 OG/CC)
Vice Commander (43 AW/CV) Logistics Group Commander (43 LG/CC)
Director of Staff (43 AW/DS) Support Group Commander (43 SPTG/CC)
Staff Judge Advocate (43 AW/JA) Medical Group Commander (43 MDG/CC)
Chief, Command Post (43 AW/CP) 23d Fighter Group Commander (23 FG/CC)
Chief, Wing Safety (43 AW/SE) 43d Comptroller Squadron Commander (CPTS/
Chief, Public Affairs (43 AW/PA) CCO)
Command Chief (43 AW/CCC) 43d Contracting Squadron Commander (CONS/
CAT Facilitator (43 AW/XP) CC)

CAT Executive Officer (43 AW/XPO)

CAT Administrative personnel

2.1.2. Secondary Crisis Action Team. During contingency operations and other special circum-
stances it may become necessary to recall the secondary CAT members. This usually will occur
during the quick look briefing where the wing commander may assimilate initial inputs from the
senior staff and make decisions concerning the immediate actions of the wing. The secondary
CAT will consist of the following personnel or their designated representatives:

2d Airlift Squadron Commander 43d Maintenance Squadron Commander

41st Airlift Squadron Commander 43d Supply Squadron Commander

74th Fighter Squadron Commander 43d Medical Support Squadron Commander
75th Fighter Squadron Commander 43d Medical Operations Squadron Commander

43d Communications Squadron Commander  |3d Aerial Port Squadron Commander
43d Security Forces Squadron Commander 43d Operation Support Squadron Commander
43d Logistics Support Squadron Commander |43d Aeromedical Evacuation Squadron

43d Transportation Squadron Commander Commander

43d Civil Engineering Squadron Commander |743d Maintenance Squadron Commander
Chief, Manpower 43d Mission Support Squadron Commander
Installation Deployment Officer 43d Services Squadron Commander

53d APS Squadron Commander 18 ASOG Group Commander

AFOSI Commander 21st STS Squadron Commander

23d Maintenance Squadron Commander 427th Special Ops Squadron Commander

23d Operation Support Squadron Commander

2.2. Group Control Centers and Unit Control Centers. The 43 AW/CC must be able to expeditiously
pass information to all units for events such as Force Protection Conditions (FPCON) changes,
MARE actions, and natural disaster coordination. To facilitate this positive control of forces, each
group at Pope AFB must maintain the capability to operate a 24-hour control center when directed to
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do so. If a group or unit does not already have a control center (GCC/UCC) plan IAW TOP, it should
develop one. Each control center may be a minimal investment of personnel and equipment, but it is
necessary to ensure complete connectivity between the CAT and each GCC/UCC.

2.3. Contingency Support Staff (CSS). The CSS members are designated by Group Commanders
dependant on situation and will be prepared to attend CAT sessions at the direction of the wing or
appropriate group commander and provide applicable specialty knowledge and expertise. They will
ensure all portions of CAT briefings for which they are responsible are accurate, complete, and turned
into the CAT executive at least one hour prior to brief time.

2.4. READY Augmentees. This program will supply four Information Management (3A0X1) person-
nel with a minimum of a “SECRET” clearance to aid CAT executive in administrative duties. This
will allow for 24-hour coverage during contingencies and exercises. The CAT Executive Officer (XO)
will provide work schedule to personnel identified and is responsible for the training of augmentees.

2.5. Deployment Control Center (DCC). The DCC is directed by the Installation Deployment Officer
(IDO) who is directly responsible to the 43 AW/CC during deployments and contingency operations.
It provides centralized control, direction, and supervision of all base deployable functions.

2.6. Disaster Control Group (DCG). This is a response force element that goes to the scene of a major
accident or natural catastrophe (the DCG must report to the primary or secondary location and not
directly to the scene) to provide command and control under the direction of the on-scene commander
(OSC), normally the installation Support Group Commander. The OSC is responsible for keeping the
CAT informed on the status of the situation the DCG is responding to.

2.7. Tenant Units. Tenant units not listed as primary or secondary CAT members will coordinate con-
tingency efforts through the 43 AW/CP.

3. Operations.

3.1. General. This chapter provides guidance and information necessary for the security of the CAT
and dissemination of information including notification procedures, procedures for handling inputs,
and relocation procedures.

3.2. Primary Crisis Action Team Center (CATC) Security.

3.2.1. Entry Control. Initial entry into the CATC during CAT operations will be controlled by
Command Post personnel. Access by individuals assigned as primary CAT members will be
through the use of electronic CAT badges approved and supplied by the CP. Whenever the CAT
convenes, the CP (if manning permits) or the CAT XO will provide manpower to properly operate
security and allow efficient entry control. All entry controllers will be properly trained prior to
assuming duties by the CAT XO on proper entry/security measures. During increased FPCON
(FPCON B or higher)/DEFCON the 43 SFS will provide a guard outside of the CATC to verify
individuals eligibility for access to the CATC. The CP personnel will always be responsible for
controlling access inside the operations center. The 43 SFS will maintain security until the require-
ment no longer exists. During contingencies, entry is granted using a single badge system with an
open Area 3 on the restricted area badge and supported by an ASCAS. All visitors will be signed
in, issued a visitors badge and escorted while inside the CATC.

3.2.2. Clearance Requirements. All personnel entering the CATC unescorted during CAT opera-
tions must have at least a “SECRET” clearance and possess a restricted area badge with Area 3
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open. If discussion of classified material is required, all individuals with less than the required
clearance will depart the CATC. It is the responsibility of each workcenter to ensure each person
assigned CAT/CSS duties has an AF Form 1199 (Line Badge) with Area 3 open. The 43 AW/CC
will ensure a sufficient number of CAT members have a “TOP SECRET” security clearance to
accomplish necessary actions should the need arise. Extreme care must be taken to ensure when
TOP SECRET material is briefed, displayed, or discussed, that only individuals with proper secu-
rity clearances and a need-to-know are permitted into the CAT.

3.2.3. Entry Procedures. During CAT operations, the CATC is designated Area 3 and only those
individuals with Area 3 approved on their AF Form 1199 will be allowed unescorted access to the
CATC. All others requiring entry will be escorted IAW the following procedures:

3.2.3.1. Escorted Entry. Personnel not authorized unescorted entry must be escorted by an
authorized official. Escort officials are required to meet the individual outside the CATC entry
area, establish identity, security status and reason for entry, then fill out the AF Form 1109,
Visitor Register. Escort officials will ensure a visitor’s badge is obtained and maintain control
of the individual while in the CATC. The escort official may designate another individual with
unescorted entry authority (i.e., someone with an AF Form 1199 with Area 3 open) to assume
escort and surveillance responsibilities and control over the visitor while in the CATC. Desig-
nated escorts may not further delegate their escort duties.

NOTE: The escort official is responsible for ensuring escorted personnel have the required clearance and
the need to know prior to classified material being presented. The escort is also responsible for searching
all visitor’s hand-carried items prior to their entry into the CATC. Every effort must be made to limit per-
sonnel requiring escort while in the CATC during CAT operations to the minimum required to support the
mission.

3.2.3.2. Escorted Exit. When an individual being escorted is ready to depart the CAT area, the
escort must accompany the escorted individual from the area, reclaim the visitor badge, and
ensure the individual is signed out on the AF Form 1109, Visitor Register.

3.2.4. Alternate CATC Security. The alternate CATC is not an established restricted area and will
require additional vigilance of all CAT members. Access by individuals assigned as primary CAT
members will be through the use of electronic CAT badges approved and supplied by the Com-
mand Post. The CAT XO will ensure security is posted and maintained for the duration of Alter-
nate CATC operations. All other entry procedures will remain the same with the exception that
individuals with the electronic CAT badge may designate another individual with unescorted entry
authority.

3.2.5. Administrative Security. The provisions for protection of classified material/ information
will be followed during CAT operations. Although not an all-inclusive list, the following precau-
tions will be taken.

3.2.5.1. Classified information will be kept under classified cover sheets.

3.2.5.2. Classified messages will be stamped with the appropriate classification markings on
the top and bottom of each page.

3.2.5.3. Classified working papers will be annotated with the highest classification of infor-
mation contained in the document, the date, and the OPR.

3.2.5.4. Publications/CAT binders, classified or unclassified, will be signed out from the CAT
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XO.

3.2.5.5. Only individuals with the proper clearance and a need-to-know will be allowed access
to classified documents.

3.2.5.6. Make only the number of classified copies required to perform the mission.

3.2.5.7. Messages (or copies) no longer required will be turned into the CAT admin section for
proper documentation and/or destruction.

3.3. Formation. The CAT will be formed at the discretion of the 43 AW/CC, as a result of receiving a
warning, operation, execution order, or in response to 43d Airlift Wing 90-201 Recall Plan Format
Alpha/Bravo. The 43 AW/CP will, at the direction of the 43 AW/CC, implement a recall of all Primary
and Secondary CAT members when deemed necessary. CAT members will initiate the portion of their
unit/organization pyramid notification system necessary to open command channels. When the CAT
Director considers the CAT formed, a CAT activation report will be submitted to TACC EAST cell via
an immediate precedence message with voice used as a secondary means of notification.

3.3.1. The contributions of support personnel to the CAT should outweigh the loss from the indi-
viduals not accomplishing their primary duties. The number of CAT support personnel should be
kept to a minimum for effective operations.

3.3.2. When notified of CAT assembly, CAT members will immediately report to the CATC pre-
pared to accomplish their functions and responsibilities for the duration of the situation. As soon
as possible following CAT formation (goal is NLT one hour after recall), an initial (Quick Look)
briefing will be presented. This briefing will allow CAT members to determine the nature and
extent of the situation and immediate actions required but WILL NOT INTERFERE WITH CRIT-
ICAL ACTIONS accomplishment.

3.3.3. The CAT Director will determine the hours of operation for the CAT. If it is determined that
the CAT will operate on a 24-hour basis, the CAT Director will again determine the hours the pri-
mary and secondary CAT members will work. The CAT XO will be responsible for scheduling of
administrative augmentees.

3.3.4. Subsequent CAT briefings will be scheduled by the CAT Director. These briefings may be
delayed for significant events or terminated any time the commander deems appropriate to allow
the CAT to resolve critical actions. Prior to the briefings, members should become familiar with
the general situation, monitor their agencies’ activities, and provide information to the CAT XO.

3.4. Information Flow. The following procedures will be used to ensure the efficient flow of informa-
tion to and through the CAT to enhance problem resolution, and provide proper coordination during
CAT operations.

3.4.1. During CAT operations, CAT members will receive information from any available
resource, i.e., GCC/UCCs, inspectors/evaluators, DCCs, and from the CP/MACC Controllers.

3.4.2. Upon receiving information, the CAT Facilitator (XP) will show the input to the CAT
Director and either the Facilitator or the originator will brief the input to the entire CAT. If the
input is classified, the CAT Facilitator will so announce it. Prior to this brief, all CAT/CSS mem-
bers will terminate their phone calls immediately. The room will be made secure, if required. If the
input is unclassified, CAT/CSS members do not need to terminate their phone calls, but must put
their caller on hold and listen to the inputs. The CAT Facilitator will assign an OPR and offices of
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collateral responsibility (OCRs) to any action items. CAT members must ensure the on-duty CP
controllers and the CAT Director are aware of all new inputs and that significant updates are com-
municated directly to them.

3.4.3. Once CAT inputs have been briefed, open items will be added to the Tasker Log. Log
entries will be reviewed at subsequent CAT briefings until closed or deferred to after action task-
ings. The CAT Facilitator determines the disposition (e.g., announcement, posting, and/or delivery
to the OPR) of event updates, ETICs, ETAs, etc.

3.4.4. A list of CAT/CSS positions and phone numbers will be maintained in each GCC/UCC.
External callers will contact the CAT/CSS members directly at the appropriate CAT/CSS position,
if possible.

3.4.5. Exercise simulations/exemption requests should be pre-coordinated through the chain of
command channels to 43 AW/XPI prior to the beginning of the exercise or inspection. AMC Form
188 (Inspection/Exercise Communication) will be used for all simulation/exemption requests dur-
ing exercises and inspections. Simulations/exemptions will be granted only if a limiting factor has
safety considerations which do not allow the task to be accomplished, or the task is cost prohibi-
tive as determined by the CAT Director.

3.5. CATC locations. The CAT duty locations are as listed below. In the event that a tertiary location
is used, it will be designated by the 43 AW/CC and must be equipped to support all facets of CAT
operations. Such considerations as communications and security will be factored into site location.
The location should be designated a shelter area and collocated as much as possible with the active
CP.

3.5.1. The CATC may be required to relocate their operations for various reasons including fire,
smoke, gas, hazardous fumes in a building, a bomb threat, total electrical or communications fail-
ure, or any other reason that makes the primary location unusable. The commander has designated
an alternate location for use in the event the primary location becomes unusable. The CAT may
use mobile communication systems while operating from the alternate location.

3.5.2. Primary location: The designated primary location for the 43 AW CAT is located on the
second floor of the Operations Group building, Bldg 900, Room 234 at 1182 Hurst Drive.

3.5.3. Alternate location: The secondary location is in the 43 AW/CC conference room, bldg 309.

3.5.4. The primary CAT members have permanent seating at both CATC locations (see Attach-
ment 2). There is limited space for secondary CAT members and seating will be arranged for them
by the CAT XO as situations dictate. The seating at the alternate CAT location, due to size, will be
strictly controlled and entry will be based on need.

3.6. CAT Briefings. The flow of information into, within, and out of the CAT is critical to the effec-
tive and responsive management of unit assets and activities. Frequent status briefings and well estab-
lished lines of communication into and out of the CAT are key components of successful CAT
operations. Briefings provide the facts and information necessary for effective decision -making. In
cases of aircraft accidents, natural disasters, etc., it is a means of informing the commander and CAT
of the current situation, what actions have been accomplished, and providing for a systematic method
of containing the disaster and taking actions to save lives and property. Briefings should provide the
CAT with information required to provide necessary guidance to workcenters and base agencies.
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3.6.1. Method of briefings. All briefings will be accomplished on PowerPoint and displayed on
the Barco projectors to the maximum extent possible. Units responsible for providing information
to be briefed will do so by e-mail to the 43AW CAT Admin mailbox or on floppy disk NLT 30
minutes prior to CAT brief.

3.6.2. Types of briefings. Cat briefings fall into three categories: Initial situation assessment
(““Quick Look™), Initial CAT briefing, and recurring/update briefings.

3.6.2.1. Situation assessment “Quick Look” Briefing. An initial assessment briefing will be
presented as soon as the CAT is first assembled. This briefing outlines why the CAT was acti-
vated, what the situation is, what immediate actions are required, and specific guidance from
the commander. The 43 AW/CC will determine necessity for additional briefings (i.e.,
Weather, Intelligence, OSI, etc.) depending on the situation.

3.6.2.2. Initial CAT briefing. This briefing will be held at a time designated by the CAT Direc-
tor, or at a prescribed time. This briefing is aimed at assessing what information is available
concerning the taskings, and determining what areas within the wing will need special atten-
tion. This briefing may be delayed at the 43 AW/CC discretion. The items to be accomplished
will be covered in the QRC.

3.6.2.3. CAT Update Briefings. Subsequent CAT briefings will be presented at times deter-
mined by the CAT Director and immediately following any CAT relocation. As a minimum
update briefings will include:

3.6.2.3.1. Reason CAT was formed (e.g., HHQ direction or local accident/incident).
3.6.2.3.2. Ongoing activities and their current status.

3.6.2.3.3. Limiting factors (i.e., Operations, Logistics, Weather, Communication status).
3.6.2.3.4. Intelligence update, if intelligence scenarios are provided.

3.6.2.3.5. Threat assessment working group.

3.6.2.3.6. Individual Group inputs.

3.6.2.3.7. Weather forecast.

3.6.2.3.8. Open action items.

3.6.2.3.9. CAT member and Commander comments.

3.6.2.3.10. CAT Facilitator will be the CAT briefer and will brief all areas except Intelli-
gence, Weather, and SORTS who will provide representatives to brief these subjects.

3.6.2.3.11. Formal CAT briefings will not be interrupted except for an actual emergency
situation or a significant input impacting CAT operations.

NOTE: During an operational readiness inspection (EORI), any unit LIMFACs which could have an
impact on the EORI will be briefed immediately following the initial CAT briefing. CAT/CSS will remain
in 24-hour operations for the duration of the aircraft generation portion of the EORI.

3.7. Quick Reaction Checklists. These are locally developed checklists designed to aid in CAT oper-
ations during crisis situations. The CAT Director may initiate as many checklists as situations dictate.
The checklists will be run with each item on the checklist being addressed. A checklist is not consid-
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ered complete until all applicable items are closed. The 43 AW/XPO is responsible for ensuring the
accuracy, currency, and proper security markings of all QRCs.

3.8. Dissemination of information. Primary CAT members will pass changes in defense readiness sta-
tus, FPCONSs, and other pertinent information to their CSS representatives (if formed) or their GCC
using appropriate OPSEC/COMSEC. Care must be taken to use the appropriate level of secure com-
munications between CAT/CSS and external workcenters. During exercise or real world situation,
CAT XO will contact CSS or GCC for distribution of classified and unclassified messages. Personnel
with appropriate security clearance will pick up messages from the CAT XO at the CATC. No classi-
fied material will be removed from the CATC area unless it has been cleared through the CAT XO.

3.9. CATGRAM. CATGRAMs are messages developed by the CAT XO from information received
from the CAT Director which needs to be disseminated throughout the wing. CATGRAM s can be sent
via E-mail, FAX, or by a CAT runner. Once a CATGRAM has been sent, all recipients must acknowl-
edge receipt in a timely manner by following directions posted on CATGRAM (see Attachment 1).

3.10. CAT LOG. The CAT LOG is a record of all actions taken during exercise and contingency acti-
vation of the CAT. A CAT administrative member will be assigned to ensure a log of events is main-
tained during CAT operations. The items maintained in the CAT LOG will include: Synopsis of
events, discussions, identified issues, copies of checklists, copies of briefings, and any other docu-
ments relevant to CAT activation. Upon deactivation of CAT operations, the CAT LOG will be printed
and forwarded to CAT XO for signature and filing.

4. Responsibilities.

4.1. Collective responsibilities of the CAT. When formed, the primary responsibilities of the CAT will
include the following:

4.1.1. Ensure accomplishment of assigned missions.

4.1.2. Direct actions required by unit supported plans, to include aircraft generation and deploy-
ment of forces.

4.1.3. Manage reconstitution activities as outlined on Operational Plans and unit support plans.
4.1.4. Ensure timely and accurate submission of operational reports and SORTS data.

4.1.5. Direct/coordinate security activities necessary to safeguard unit resources.

4.1.6. Direct/coordinate disaster preparedness actions and disaster response.

4.1.7. Manage unit deployment operations (through the DCC and IDO).

4.1.8. Manage/coordinate increases in unit readiness as directed.

4.2. Individual CAT member responsibilities. Each CAT member has the following specific duties
and responsibilities:

4.2.1. COMMANDER, 43 AW will:
4.2.1.1. Function as CAT Director.
4.2.1.2. Direct CAT recall when appropriate.

4.2.1.3. Ensure rapid peace-to-war transition.
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4.2.1.4. Monitor/track aircraft generation and mobility taskings.

4.2.1.5. Ensure all CAT positions are manned continuously when needed. When the require-
ment for a full CAT no longer exists, reduce manning to appropriate level.

4.2.1.6. Determine times of all CAT briefings.

4.2.1.7. Direct personnel on leave, TDY, or at schools to be recalled, as required.
4.2.1.8. Direct EORI exceptions.

4.2.1.9. Direct changes in FPCONS.

4.2.1.10. Direct required DEFCON actions.

4.2.1.11. Direct shelter activation, as required.

4.2.1.12. Direct activation of the Contingency Support Staft (CSS), Deployment Control Cen-
ter (DCC), Group Control Centers (GCCs) and Unit Control Centers (UCCs), as required.

4.2.1.13. Designate the composition of the CAT.

4.2.1.14. Designate CAT Facilitator.

4.2.1.15. Designate CAT Executive Officers (XO).

4.2.1.16. Appoint a CAT Training Officer and ensure all primary CAT members are trained.

4.2.1.17. Fund CAT facilities, equipment and administrative support via Command Post
Facility Management.

4.2.2. VICE COMMANDER, 43 AW (AW/CV) will:
4.2.2.1. Perform all CAT Director duties in the absence of the 43 AW/CC.
4.2.2.2. Monitor the assembly and deployment of contingency support teams.
4.2.2.3. Monitor resources activities to enhance aircraft generation and contingency taskings.
4.2.3. WING DIRECTOR OF STAFF (AW/DS) will:
4.2.3.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
4.2.3.2. Monitor the recall response of wing staff personnel.
4.2.3.3. Advise CAT as necessary.
4.2.4. STAFF JUDGE ADVOCATE (AW/JA) will:
4.2.4.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
4.2.4.2. Advise CAT on legal matters as necessary.
4.2.4.3. Provide one administrative support person to the CAT.
4.2.5. CHIEF, WING COMMAND POST (AW/CP) will:
4.2.5.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
4.2.5.2. Implement the CAT or wing recall plan when directed.
4.2.5.3. Ensure setup of initial security at the CATC.
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4.2.5.4. Brief CAT XO upon arrival at CATC.

4.2.5.5. Ensure CAT conference area is prepared for CAT operations immediately upon noti-
fication of CAT recall.

4.2.5.6. Direct Maintenance Aircraft Coordination Center (MACC) to coordinate aircraft gen-
eration per Contingency tasking.

4.2.5.7. Notify the CAT of any DEFCON or posture change, change in aircraft alert status, and
any other changes/incidents affecting 43 AW capabilities.

4.2.5.8. Ensure accurate and timely reporting to higher headquarters.
4.2.5.9. Notify the CAT of messages, inquiries, and problems passed to the duty controllers.

4.2.5.10. Perform other functions directed by the commander or necessary to accomplish the
contingency mission.

4.2.5.11. Maintain CAT facilities: electronic display equipment, computers, display boards,
furniture and administrative support equipment/supplies.

4.2.5.12. Coordinate contingency efforts of tenant units not considered as primary or alternate
CAT members as required.

4.2.5.13. Support CAT training as required.
4.2.6. CHIEF, WING SAFETY (AW/SE) will:

4.2.6.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
Advise CAT on safety matters as necessary.

4.2.7. CHIEF, PUBLIC AFFAIRS (AW/PA) will:
4.2.7.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
4.2.7.2. Advise CAT on public affairs matters as necessary.

4.2.8. COMMAND CHIEF MASTER SERGEANT (AW/CCC) will:
4.2.8.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
4.2.8.2. Advise CAT as necessary on enlisted affairs.

4.2.9. COMMANDER, OPERATIONS GROUP (OG/CC) will:
4.2.9.1. Provide one administrative support person to the CAT.
4.2.9.2. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
4.2.9.3. Direct the CAT in the absence of the commander or vice commander.

4.2.9.4. Be responsible for the content and currency of CAT briefing information pertaining to
OG functions.

4.2.9.5. Provide the CAT with limiting factors that could affect the unit's contingency task-
ings.

4.2.9.6. Provide runners for communication outages and classified pickups, as required.

4.2.9.7. Monitor the recall response of operations personnel.
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4.2.9.8. Provide mission ready aircraft to accomplish contingency tasking.
4.2.9.9. Monitor/brief aircraft generation status and provide guidance as necessary.

4.2.9.10. Ensure OG GCCs/UCCs are activated and monitor/ensure personnel strength reports
are made when required.

4.2.9.11. Monitor resources activities to enhance aircraft generation and associated contin-
gency taskings.

4.2.9.12. Provide mission ready crews and staff support to accomplish all taskings.
4.2.9.13. Track aircraft generation and aircrew utilization.

4.2.9.14. Provide aircraft generation flow plans, as required.

4.2.9.15. Track launch and recovery of unit aircraft.

4.2.9.16. Monitor the progress of aircraft tasked to reconstitute for possible subsequent mis-
sions.

4.2.9.17. Track reconstitution activities.
4.2.10. COMMANDER, LOGISTICS GROUP (LG/CC) will:
4.2.10.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.

4.2.10.2. Be responsible for the content and currency of CAT briefing information pertaining
to LG functions.

4.2.10.3. Provide the CAT with limiting factors that could affect the unit's contingency task-
ings.

4.2.10.4. Provide runners for communication outages and classified pickups, as required.
4.2.10.5. Monitor the recall response of LG personnel.

4.2.10.6. Ensure LG GCCs/UCCs are activated and monitor/ensure personnel strength reports
are made when required.

4.2.10.7. Provide assistance to ensure the accurate, legible posting of deployment displays.
4.2.10.8. Monitor/ensure transportation requirements are identified and accomplished.

4.2.10.9. Monitor resources activities to enhance aircraft generation and associated contin-
gency taskings.

4.2.11. COMMANDER, SUPPORT GROUP (SPTG/CC) will:

4.2.11.1. Appoint a designated alternate(s) to the CAT, as well as for On-Scene Command
operations for the DCG, for 24-hour coverage, as necessary.

4.2.11.2. Provide one administrative support person to the CAT.

4.2.11.3. Be responsible for the content and currency of CAT briefing information pertaining
to SPTG functions.

4.2.11.4. Provide the CAT with limiting factors that could affect the unit's or contingency
taskings.
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4.2.11.5. Provide runners for communication outages and classified pickups, as required.

4.2.11.6. Advise the CAT on security-related problems, threats, and exercise/real world
events.

4.2.11.7. Monitor/recommend changes in FPCON:Ss.

4.2.11.8. Ensure/provide adequate communications capabilities for the primary and alternate
CAT locations.

4.2.11.9. Monitor the recall response of SPTG personnel.

4.2.11.10. Ensure SPTG GCCs/UCCs are activated and monitor/ensure personnel strength
reports are made when required.

4.2.11.11. Monitor/direct shelter activation and management.

4.2.11.12. Track airfield security and disaster response status to enhance aircraft generation
and associated contingency taskings.

4.2.11.13. Direct/monitor Disaster Control Group (DCG) activities, as required.
4.2.12. COMMANDER, MEDICAL GROUP (MDG/CC) will:
4.2.12.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.

4.2.12.2. Be responsible for the content and currency of CAT briefing information pertaining
to MDG functions.

4.2.12.3. Provide the CAT with limiting factors that could affect the unit's contingency task-
ings.

4.2.12.4. Provide runners for communication outages and classified pickups, as required.

4.2.12.5. Advise CAT on health effects associated with exposure to chemical, biological or
radiological agents.

4.2.12.6. Monitor the recall response of medical personnel.

4.2.12.7. Ensure MDG GCCs/UCCs are activated and monitor/ensure personnel strength
reports are made when required.

4.2.12.8. Maintain Medical Control Center (MCC) for 24-hour operations, as required.
4.2.12.9. Ensure that applicable medical services are provided during contingency operations.

4.2.12.10. Provide medical support in accordance with OPlans and local support plans, as
required.

4.2.12.11. Perform other functions directed by the commander or necessary to accomplish the
contingency mission.

4.2.13. COMMANDER, 23d FIGHTER GROUP (23 FG/CC) will:
4.2.13.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.

4.2.13.2. Be responsible for the content and currency of CAT briefing information pertaining
to FG functions.

4.2.13.3. Provide the CAT with limiting factors that could affect the unit's contingency task-



POPEAFBI10-101 15 AUGUST 2001 15

ings.
4.2.13.4. Provide runners for communication outages and classified pickups, as required.
4.2.13.5. Monitor the recall response of fighter personnel.

4.2.13.6. Ensure FG GCCs/UCCs are activated and monitor/ensure personnel strength reports
are made when required.

4.2.13.7. Provide mission ready aircraft to accomplish contingency tasking.

4.2.13.8. Monitor/brief aircraft generation status and provide guidance as necessary.
4.2.13.9. Provide assistance to ensure the accurate, legible posting of deployment displays.
4.2.13.10. Provide aircraft generation flow plans, as required.

4.2.13.11. Monitor/ensure transportation requirements are identified and accomplished.
4.2.13.12. Monitor the assembly and deployment of contingency support teams.

4.2.13.13. Monitor resources activities to enhance aircraft generation and associated contin-
gency taskings.

4.2.13.14. Monitor the progress of aircraft tasked to reconstitute for possible subsequent mis-
sions.

4.2.14. CAT FACILITATOR (Primary 43 AW/XP) will:
4.2.14.1. Ensure an alternate facilitator is identified to provide 24-hour coverage as required.
4.2.14.2. Provide one administrative support person to the CAT.
4.2.14.3. Facilitate CAT operations:
4.2.14.3.1. Brief and monitor all problems/inputs.
4.2.14.3.2. Preface all inputs with their proper classification.

4.2.14.3.3. Before briefing classified inputs, ensure the CAT room is secured and proper
COMSEC procedures are followed.

4.2.14.4. Coordinate, consolidate, and review the CAT briefings.
4.2.14.5. Coordinate/ensure OPRs are assigned and suspenses are met.
4.2.14.6. Direct CAT operations in the absence of senior command personnel.
4.2.14.7. Act as focal point for OPRs to ensure reports/SITREPS are submitted.
4.2.14.8. Ensure CAT training requirements are adhered to.
4.2.15. CAT EXECUTIVE (Primary is 43 AW/XPO) will:
4.2.15.1. Prepare and organize CAT briefings.
4.2.15.2. Organize and prepare administrative materials and taskings for CAT members.

4.2.15.3. Perform other functions directed by the commander or necessary to accomplish the
contingency mission.

4.2.15.4. Supervise all supporting functions within the CAT and coordinate on all incoming
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and outgoing messages.

4.2.15.5. Maintain currency of this operating instruction and Transition Operations Plan.
4.2.15.6. Develop shift schedules for the CAT when operating on 24-hour a day basis.
4.2.15.7. Ensure Primary CAT member binders are current.

4.2.15.8. Upon implementation of an OPORD/OPLAN, advise the CAT of the provisions and
actions required for execution.

4.2.15.9. Monitor accomplishment of emergency action procedures IAW Quick Reaction
Checklists.

4.2.15.10. Provide the necessary training for CAT members in facility and equipment usage.

4.2.15.11. Provide quarterly CAT training for all members (as needed).

4.2.16. CAT Administration will:

4.2.16.1. Report to the CAT immediately upon notification.

4.2.16.2. Ensure adequate administrative supplies are available upon formation of the CAT
and that all items are replaced upon deactivation.

4.2.16.3. Develop and maintain an administrative supply list.

4.2.16.4. Maintain a CAT control log listing all documents/instructions received, changes in
readiness, decisions, and actions directed by the CAT.

4.2.16.5. Make additional copies of messages and distribute as required.
4.2.16.6. Ensure classified messages are documented, receipted, and destroyed.
4.2.16.7. Monitor telephones during closed briefings.

4.2.16.8. Handle all message coordination and prepare message files.

4.2.17. AFOSI Det 324 will:

4.2.17.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.

4.2.17.2. Be responsible for the content and currency of CAT briefing information pertaining
to AFOSI functions.

4.2.17.3. Provide the CAT with limiting factors that could affect the unit's contingency task-
ings.

4.2.17.4. Provide counterintelligence, criminal investigation services, and current information
pertinent to base security and resource protection to the CAT.

4.2.17.5. Provide counterterrorism services and establish/maintain liaison between Federal
Law Enforcement agencies.

4.2.17.6. Provide other services upon request.

5. Training.

5.1. General. Crisis Action Team operational effectiveness can be significantly improved through the
application of a comprehensive and regular training program. Group commanders are encouraged to
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assemble and exercise their portions of the CAT on a frequent basis enabling members and support
agencies to learn, develop, and improve on processes. The 43d Airlift Wing receives the major portion
of training through MAREs and Mobility Exercises (MOBEXs). CAT Executive Officers (43 AW/
XP) will maintain a quarterly training schedule to ensure all personnel are proficient in all areas of the
Crisis Action Team. Training is divided into these three areas:

5.1.1. Initial Training
5.1.2. Recurring Training
5.1.3. Recall Exercises (IAW TOP)

5.2. Initial Training. An initial indoctrination-training program will be developed and administered
by 43 AW/XPO to new primary/secondary CAT/CSS Members. Newly assigned primary/secondary
CAT/CSS should attend training administered by 43 AW/XPO prior to assignment to the position.
Training will include becoming familiar with this operating instruction, Quick Reaction Checklists,
and Transition Operations Plan. It is the responsibility of each group/squadron commander to ensure
training is conducted for designated representatives who will, in their absence, take their place.

5.3. Recurring Training. The size and scope of recurring training is determined by the 43 AW/CC, but
will be developed and administered by 43 AW/XPO. Training can be conducted during senior staff
meetings or at designated times. Training should include unit taskings and use of scenarios to work
through checklists and procedures. Recurring training can be accomplished in conjunction with local
training such as MARESs, deployment, mobilization, and employment exercises. When local exercises
are used for training, all CAT members will be exercised.

5.4. Recall Exercises. The 43 AW/CC should conduct both regular and no-notice CAT recall exercises
to provide procedural training, verify the currency of recall rosters, and enable the commander to
assess the speed and efficiency of the recall plan. One recall should be conducted during non-duty
hours and in a communication-out environment annually.

5.5. CAT Members Training Responsibilities. Once training has been completed each CAT member
is responsible for the following:

5.5.1. Understanding all applicable requirements and procedures of this instruction.

5.5.2. Possess a working knowledge of unit taskings, capabilities, and limitations as they apply to
the member’s area of expertise.

5.5.3. Ensuring accomplishment of assigned duties.

6. Communications/Operations Security.

6.1. General. It is imperative that strict Communications Security (COMSEC) and Operations Secu-
rity (OPSEC) practices aimed at accomplishing the mission are observed at all times. It is far too easy
to unknowingly release information without strict and comprehensive COMSEC/OPSEC procedures.

6.2. COMSEC Procedures. Always observe the following COMSEC practices:
6.2.1. Do not discuss classified information over telephones or hand-held radios.
6.2.2. Do not talk around classified information over telephones or hand-held radios.

6.2.3. Use only secure communications systems to transmit classified information.
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6.2.4. Leave hand-held radios and pagers outside the CATC in the rack provided. Ensure they are
turned off.

6.2.5. Do not leave telephones or hotlines off-hook when not in use.
6.2.6. Terminate telephone conversations when directed (i.e., for upcoming classified briefings).
6.2.7. Do not initiate telephone calls during classified briefings or announcements.

6.2.8. When answering telephones ensure everyone around is aware that a telephone is in use by
stating "PHONE UP.”

6.2.9. Keep in mind the fact that the "secure" mode of the commander's net hand held radios is not
certified for classified discussions. This mode provides Digital Encryption Standards (DES) capa-
bility to allow some degree of privacy for unclassified sensitive information.

6.2.10. Cellular phones are exposed to outside monitoring and interference. Sensitive discussions
should not occur over a cellular phone.

6.2.11. In the clear communication dealing with dead/injured/missing information will be passed
using the DIM system.

6.3. OPSEC Responsibilities. Although denial of information is inherently a command responsibility,
each commander is responsible for coordinating the efforts of other staff elements toward achieving
the optimum degree of security.

6.3.1. OPSEC is a process of identifying critical information and analyzing friendly actions atten-
dant to military operations and other activity to:

6.3.2. Identify those actions that can be observed by potential adversaries.

6.3.3. Determine indicators that could be interpreted or pieced together to derive critical informa-
tion in time to be useful to an adversary.

6.3.4. Select and execute measures that eliminate or reduce to an acceptable level the vulnerabili-
ties of friendly actions to adversary exploitation.

6.4. OPSEC THREAT. The enemy's major sources of information are in the broad categories of oper-
ations, communications, and personnel exploitation. To assist in eliminating potential OPSEC weak-
nesses in these categories, some of the obvious areas are listed below.

6.5. Operational Factors.

6.5.1. Stereotyped patterns of operational activity, i.e., doing the same things in essentially the
same way on a repetitive or predictable basis in connection with training flights, intercept routes,
or unit movement procedures.

6.5.2. Coordination of military operations and activities with US and foreign civil authorities in
such areas as traffic control, unit movement, and base flights.

6.5.3. Pre-positioning of units and supplies to support future operations.
6.5.4. Convening of exercise planning and pre-execution conferences.

6.6. Signal Intelligence (SIGINT) Threat. Unencrypted voice radio communications (the enemy
needs only a suitable radio receiver within intercept range and English voice capability).
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6.7. Communications Intelligence (COMINT). COMINT is real-time information that is often avail-
able to a user/decision maker within minutes. Consider some of the following communications fac-
tors:

6.7.1. Plain language communications associated with a planned operation and conducted during
the planning and/or preparatory phases.

6.7.2. Use of unchanging or infrequently changing call signs and/or radio frequencies.

6.7.3. Stereotyped message characteristics that are indicative of particular types of military activ-
ity.
6.7.4. Significant increases or decreases in message traffic volume.

6.7.5. The use of unauthorized crypto materials such as homemade codes and grid systems.

6.8. Open Literature Threat. Any information, though seemingly unclassified, that reveals informa-
tion is a threat to OPSEC. The following are open literature items that can be exploited for intelligence
value:

6.8.1. Public news media coverage of planned and ongoing operations.

6.8.2. Posting of crew/flight schedules, flight plans, weather information, clearances, exercise
schedules, etc., in areas where they may be observed by unauthorized individuals.

6.8.3. Marking of supplies that could reveal a destination and/or commencement date of an oper-
ation.

6.9. Handling and transporting Classified Material. There are times that classified material will need
to be transported to and from the CATC (e.g., relocation of CAT). In all instances of classified trans-
portation, strict security precautions must be taken. As a minimum the following guidelines will be
adhered to:

6.9.1. Always ensure classified is under your direct control or that of someone who has the appro-
priate clearance and is authorized access.

6.9.2. Give access to classified only to people with appropriate clearance and need-to-know.

6.9.3. Do not attract attention to yourself when carrying classified material from one office to
another. Place the materials in nondescript envelope or container.

6.9.4. Put the appropriate cover sheet (orange SF 703 for Top Secret; red SF 704 for Secret; blue
SF 705 for Confidential) on the materials prior to placing into envelope.

6.9.5. Double wrap (use opaque materials); place classification markings on inner layer; do not
indicate classification on outside layer; seal package in such a way that tampering can be detected
and address package to an official address, not a person.

RICHARD J. CASEY, Brigadier General, USAF
Commander
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Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

Abbreviations and Acronyms

AFB—Air Force Base

AFOSI—Air Force Office of Special Investigations
AMC—Air Mobility Command
ASCAS—Automated Security Clearance Approval System
AW—Airlift Wing

CAT—<Cerisis Action Team

CATC—Crisis Action Team Center
CATGRAM—Category Grams

CP—Command Post

CC—Commander

CCA—Administration

CCC—Command Chief Master Sergeant
CCE—Executive

CDC——Child Development Center
COMINT—Communications Intelligence
COMSEC—Communications Security
CONS—~Contracting Squadron
CPTS—Comptroller Squadron

CSS—Contingency Support Staff

CV—Vice Commander

DCC—Deployment Control Center
DCG—Disaster Control Group
DEFCON—Defense Readiness Condition
DES—Digital Encryption Standards
Det—Detachment

DIM—Dead/Injured/Missing

DS—Director of Staff

EORI—Expeditionary Operations Readiness Inspection
FG—Fighter Group
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FPCON—Force Protection Conditions
GCC—Group Control Centers
HHQ—Higher Headquarters

IAW—In Accordance With
IDO—Installation Deployment Officer
IN—Intelligence

JA—Staff Judge Advocate
LG—Logistics Group
LIMFAC—Limiting Factor
MACC—Maintenance Aircraft Coordination Center
MARE—Major Accident Response Exercise
MCC—Medical Control Center
MDG—Medical Group
MOBEX—Mobility Exercise
NCO—Noncommissioned Officer
NLT—Not Later Than

OCR—Office of Collateral Responsibility
OG—Operations Group
OPLAN—Operation Plan
OPORD—Operational Order
OPR—Office of Primary Responsibility
OPSEC—Operations Security
OSC—On-Scene Commander
OSI—Office of Special Investigation
OSS—Operations Support Squadron
PA—Public Affairs

QRC—-Quick Reaction Checklist
SE—Wing Safety

SF—Standard Form

SFS—Security Forces Squadron
SIGINT—Signal Intelligence
SITREPS—Situation Reports

21
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SPTG—Support Group
TDY—Temporary Duty
TOP—Transition Operations Plan
TACC—Tanker Airlift Control Center
UCC—Unit Control Centers
XO—Executive Officer

XPO—CAT Executive Officer
XP—CAT Facilitator

Terms

Primary Crisis Action Team (CAT):—This consists of the 43 AW/CC (CAT Director), group
commanders and other specified key advisors who assist in the decision making process necessary to
effectively carry out contingency and exercise mission requirements.

Secondary CAT:—This group consists of squadron commanders and specified key advisors who assist in
decision-making and provide subject matter expertise or may be given procedural taskings.

Crisis Action Team Center (CATC):—The facility from which contingency as well as exercise
command and control of the base emanates. CAT operations will normally be conducted at the CATC, but
may be conducted from an alternate location should the primary CATC be unusable. Once formed it will
function as the preeminent coordinating and decision-making activity in the wing. All other unit agencies,
command post, deployment control center, etc., are subordinate to and will support the CAT.

Alternate CATC:—A preplanned CATC emergency relocation site designed to ensure continued
command and control of the wing should the need arise. The alternate CATC will be established as
required based upon a threat to the CAT or relocation of the Command Post

CATGRAMs:—These are messages developed and sent out by the CAT Executive Officer from
information received from the CAT Director for dissemination to GCCs/UCCs throughout the wing.

CAT Executive Officer (CAT XO):—This consists of members from 43 AW/XPO who are designated
members of the CAT who ensure coordination with the CAT Facilitator and CAT. The CAT XO monitors
follow-up actions and enhances communication process in the CATC, brief and monitors all problems/
inputs, coordinates and ensures OPR assignments and suspenses, prepare all CAT briefings and is directly
responsible to the CAT Facilitator.

CAT Facilitator:—This is the overall manager of the CATC and is responsible for gathering, reviewing,
briefing and monitoring problems/inputs to the CAT. This person acts as liaison between all functional
areas and is directly responsible to the CAT Director.

Contingency Support Staff (CSS):—Designated members assigned by Group Commanders based on
each situation that provides specialty knowledge and expertise to the CAT in all phases of contingency
and exercise mission operations.

Defense Readiness Conditions (DEFCON):—A uniform system of progressive alert postures for use
between the Chairman of the Joint Chiefs of Staff and the commanders of unified and specified
commands and for use by the Services. DEFCONSs are graduated to match situations of varying military
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severity (status of alert) and are identified by the short title DEFCON (5), (4), (3), (2), and (1), as
appropriate.

Deployment Control Center (DCC):—The 43d Airlift Wing focal point for all deployment operations.
The DCC manages deployment operations for the 43 AW/CC.

Dead/Injured/Missing (DIM):—This is the acronym (DIM) used for in the clear communication. An
example of this would be 131= 1- dead/3 — injured/1 — missing. The in the clear communication would be
“the DIM is 131”.

Disaster Control Group (DCG):—The response force element that goes to the scene of a major accident
or natural catastrophe to provide command and control under the direction of the on-scene commander.

Group Control Center (GCC): —The focal point where information is expeditiously passed down from
the CAT and where information is gathered from their units and up channeled to the CAT to ensure
complete connectivity.

Installation Deployment Officer (IDO):—This officer (43 AW/XPL) maintains wing deployment
guidance and directs and coordinates 43 AW deployments under the direction of the 43 AW/CC.

Maintenance Aircraft Coordination Center (MACC):—This is the agency responsible for
coordinating equipment, fuel and maintenance status of all 43 Airlift Wing aircratft.

On-Scene Commander (OSC): —The person designated to coordinate the rescue efforts at the rescue
site. This person is the senior member, normally the installation support group commander, of the DCG
and directs all disaster response force members at an accident scene.

FPCON ALPHA:—This condition applies when there is a general threat of possible terrorist activity
against personnel and facilities, the nature and extent of which are unpredictable, and circumstances do
not justify full implementation of FPCON BRAVO measures. However, it may be necessary to implement
certain measures from higher FPCONS resulting from intelligence received or as a deterrent. The
measures in this FPCON must be capable of being maintained indefinitely.

FPCON BRAVO:—This condition applies when an increased and more predictable threat of terrorist
activity exists. The measures in this FPCON must be capable of being maintained for weeks without
causing undue hardship, affecting operational capability, and aggravating relations with local authorities.

FPCON CHARLIE:—This condition applies when an incident occurs or intelligence is received
indicating some form of terrorist action against personnel and facilities is imminent. Implementation of
measures in this FPCON for more than a short period probably will create hardship and affect the
peacetime activities of the unit and its personnel.

FPCON DELTA:—This condition applies in the immediate area where a terrorist attack has occurred or
when intelligence has been received that terrorist action against a specific location or person is likely.
Normally, this FPCON is declared as a localized condition.

Transition Operations Plan (TOP):—The TOP is the primary reference document for the transition
from normal to emergency/contingency operations and recall procedures at Pope Air Force Base. The
TOP also defines and organizes those tasks to be accomplished by the CAT.

Tanker Airlift Control Center (TACC):—The Air Mobility Command direct reporting unit responsible
for tasking and controlling operational missions for all activities involving forces supporting US
Transportation Command's global air mobility mission. The TACC is comprised of the following
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functions: current operations, command and control, logistics operations, aerial port operations,
aeromedical evacuation, flight planning, diplomatic clearances, weather, and intelligence.

Force Protection Conditions (FPCONs):—A Chairman of the Joint Chiefs of Staff-approved program
standardizing the Military Services' identification of and recommended responses to terrorist threats
against US personnel and facilities. This program facilitates inter-Service coordination and support for
antiterrorism activities. There are four FPCONS above normal:

Unit Control Centers (UCC):—The focal point where information is expeditiously passed down from
their GCC and where information is gathered from their work centers and up-channeled to the GCC to
ensure complete connectivity.

Quick Reaction Checklists (QRCs):—These are locally developed checklists designed to aid in CAT
emergency/contingency operations.
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Attachment 2

CATGRAM EXAMPLE
CAT GRAM # 01

CLASSIFICATION: UNCLAS DATE: 16 MAR 99 TIME: 0930L

EXERCISE SITUATION/EVENT — GRYPHON WARRIOR 99-01

1. The next CAT Briefing will be, this afternoon, 16 Mar 99, 1700L in the primary CAT
location.

2. All GCCs will maintain 24-hour coverage until further notified.

3. Chain of communication is CAT through GCCs to UCCs. UCCs need to funnel
information through their individual GCC.

4. All PowerPoint briefing slides for the next CAT meeting need to be e-mailed (global
address list: 43AW/CAT/CCE) or hand carried (on 3 % inch disk) to the CAT at least 30
minutes prior to briefing time.

5. Personnel requesting access to Camp MacKall must utilize the following procedures:

A. Notify 43AW/CCA with identifying information (i.e. name, social security number,
date of visit, squadron ). 43AW/CCA phone number is: x2 357.

B. After being cleared to visit, proceed to old NCO club (Armistead Road) for
departure to Camp MacKall. Gryphon shuttle will depart twice daily (0500 hrs and
1700 hrs).

C. Upon arrival at Camp MacKall, visitors must check in with Security Forces for
identity verification and clearance into camp.

6. Child Development Center (CDC) will be providing extended hours from 0530L to 1830L
daily until the end of the Exercise.

7. Flight Line Cafe/Flight Kitchen operations - Last meal was served at midnight on
Thursday, 18 March (2230L-0030L). At 0100L, 19 March, phones were forwarded and will
be answered at the Kitty Hawk Dining facility until 28 March at 2100L. The 28 March
midnight meal will be served at the Flight Line Cafe and normal ops will resume.

GCCs (GROUP CONTROL CENTERS) CONFIRM RECEIPT OF THIS CAT GRAM TO
THE CAT AT 4-9055 OR VIA E-MAIL (address: 43 AW/CAT/CCE).

OPR

43 AW/CC
CAT EXEC
CAT ADMIN
CAT EXEC
CAT ADMIN
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Attachment 3
CAT SEATING CHART
CAT SEATING CHART

Building 900, 2nd Floor, Room 234
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Attachment 4

ALTERNATE CAT SEATING CHART

ALTERNATE CAT SEATING CHART
Wing Conference Room, Building 309
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	2.2. Group Control Centers and Unit Control Centers. The 43 AW/CC must be able to expeditiously p...
	2.3. Contingency Support Staff (CSS). The CSS members are designated by Group Commanders dependan...
	2.4. READY Augmentees. This program will supply four Information Management (3A0X1) personnel wit...
	2.5. Deployment Control Center (DCC). The DCC is directed by the Installation Deployment Officer ...
	2.6. Disaster Control Group (DCG). This is a response force element that goes to the scene of a m...
	2.7. Tenant Units. Tenant units not listed as primary or secondary CAT members will coordinate co...

	3. Operations.
	3.1. General. This chapter provides guidance and information necessary for the security of the CA...
	3.2. Primary Crisis Action Team Center (CATC) Security.
	3.2.1. Entry Control. Initial entry into the CATC during CAT operations will be controlled by Com...
	3.2.2. Clearance Requirements. All personnel entering the CATC unescorted during CAT operations m...
	3.2.3. Entry Procedures. During CAT operations, the CATC is designated Area 3 and only those indi...
	3.2.3.1. Escorted Entry. Personnel
	3.2.3.2. Escorted Exit. When an individual being escorted is ready to depart the CAT area, the es...

	3.2.4. Alternate CATC Security. The alternate CATC is not an established restricted area and will...
	3.2.5. Administrative Security. The provisions for protection of classified material/ information...
	3.2.5.1. Classified information will be kept under classified cover sheets.
	3.2.5.2. Classified messages will be stamped with the appropriate classification markings on the ...
	3.2.5.3. Classified working papers will be annotated with the highest classification of informati...
	3.2.5.4. Publications/CAT binders, classified or unclassified, will be signed out from the CAT XO.
	3.2.5.5. Only individuals with the proper clearance and a need-to-know will be allowed access to ...
	3.2.5.6. Make only the number of classified copies required to perform the mission.
	3.2.5.7. Messages (or copies) no longer required will be turned into the CAT admin section for pr...


	3.3. Formation. The CAT will be formed at the discretion of the 43 AW/CC, as a result of receivin...
	3.3.1. The contributions of support personnel to the CAT should outweigh the loss from the indivi...
	3.3.2. When notified of CAT assembly, CAT members will immediately report to the CATC prepared to...
	3.3.3. The CAT Director will determine the hours of operation for the CAT. If it is determined th...
	3.3.4. Subsequent CAT briefings will be scheduled by the CAT Director. These briefings may be del...

	3.4. Information Flow. The following procedures will be used to ensure the efficient flow of info...
	3.4.1. During CAT operations, CAT members will receive information from any available resource, i...
	3.4.2. Upon receiving information, the CAT Facilitator (XP) will show the input to the CAT Direct...
	3.4.3. Once CAT inputs have been briefed, open items will be added to the Tasker Log. Log entries...
	3.4.4. A list of CAT/CSS positions and phone numbers will be maintained in each GCC/UCC. External...
	3.4.5. Exercise simulations/exemption requests should be pre-coordinated through the chain of com...

	3.5. CATC locations. The CAT duty locations are as listed below. In the event that a tertiary loc...
	3.5.1. The CATC may be required to relocate their operations for various reasons including fire, ...
	3.5.2. Primary location: The designated primary location for the 43 AW CAT is located on the seco...
	3.5.3. Alternate location: The secondary location is in the 43 AW/CC conference room, bldg 309.
	3.5.4. The primary CAT members have permanent seating at both CATC locations (see

	3.6. CAT Briefings. The flow of information into, within, and out of the CAT is critical to the e...
	3.6.1. Method of briefings. All briefings will be accomplished on PowerPoint and displayed on the...
	3.6.2. Types of briefings. Cat briefings fall into three categories: Initial situation assessment...
	3.6.2.1. Situation assessment “Quick Look” Briefing. An initial assessment briefing will be prese...
	3.6.2.2. Initial CAT briefing. This briefing will be held at a time designated by the CAT Directo...
	3.6.2.3. CAT Update Briefings. Subsequent CAT briefings will be presented at times determined by ...
	3.6.2.3.1. Reason CAT was formed (e.g., HHQ direction or local accident/incident).
	3.6.2.3.2. Ongoing activities and their current status.
	3.6.2.3.3. Limiting factors (i.e., Operations, Logistics, Weather, Communication status).
	3.6.2.3.4. Intelligence update, if intelligence scenarios are provided.
	3.6.2.3.5. Threat assessment working group.
	3.6.2.3.6. Individual Group inputs.
	3.6.2.3.7. Weather forecast.
	3.6.2.3.8. Open action items.
	3.6.2.3.9. CAT member and Commander comments.
	3.6.2.3.10. CAT Facilitator will be the CAT briefer and will brief all areas except Intelligence,...
	3.6.2.3.11. Formal CAT briefings will not be interrupted except for an actual emergency situation...



	3.7. Quick Reaction Checklists. These are locally developed checklists designed to aid in CAT ope...
	3.8. Dissemination of information. Primary CAT members will pass changes in defense readiness sta...
	3.9. CATGRAM. CATGRAMs are messages developed by the CAT XO from information received from the CA...
	3.10. CAT LOG. The CAT LOG is a record of all actions taken during exercise and contingency activ...

	4. Responsibilities.
	4.1. Collective responsibilities of the CAT. When formed, the primary responsibilities of the CAT...
	4.1.1. Ensure accomplishment of assigned missions.
	4.1.2. Direct actions required by unit supported plans, to include aircraft generation and deploy...
	4.1.3. Manage reconstitution activities as outlined on Operational Plans and unit support plans.
	4.1.4. Ensure timely and accurate submission of operational reports and SORTS data.
	4.1.5. Direct/coordinate security activities necessary to safeguard unit resources.
	4.1.6. Direct/coordinate disaster preparedness actions and disaster response.
	4.1.7. Manage unit deployment operations (through the DCC and IDO).
	4.1.8. Manage/coordinate increases in unit readiness as directed.

	4.2. Individual CAT member responsibilities. Each CAT member has the following specific duties an...
	4.2.1. COMMANDER, 43 AW will:
	4.2.1.1. Function as CAT Director.
	4.2.1.2. Direct CAT recall when appropriate.
	4.2.1.3. Ensure rapid peace-to-war transition.
	4.2.1.4. Monitor/track aircraft generation and mobility taskings.
	4.2.1.5. Ensure all CAT positions are manned continuously when needed. When the requirement for a...
	4.2.1.6. Determine times of all CAT briefings.
	4.2.1.7. Direct personnel on leave, TDY, or at schools to be recalled, as required.
	4.2.1.8. Direct EORI exceptions.
	4.2.1.9. Direct changes in FPCONs.
	4.2.1.10. Direct required DEFCON actions.
	4.2.1.11. Direct shelter activation, as required.
	4.2.1.12. Direct activation of the Contingency Support Staff (CSS), Deployment Control Center (DC...
	4.2.1.13. Designate the composition of the CAT.
	4.2.1.14. Designate CAT Facilitator.
	4.2.1.15. Designate CAT Executive Officers (XO).
	4.2.1.16. Appoint a CAT Training Officer and ensure all primary CAT members are trained.
	4.2.1.17. Fund CAT facilities, equipment and administrative support via Command Post Facility Man...

	4.2.2. VICE COMMANDER, 43 AW (AW/CV) will:
	4.2.2.1. Perform all CAT Director duties in the absence of the 43 AW/CC.
	4.2.2.2. Monitor the assembly and deployment of contingency support teams.
	4.2.2.3. Monitor resources activities to enhance aircraft generation and contingency taskings.

	4.2.3. WING DIRECTOR OF STAFF (AW/DS) will:
	4.2.3.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.3.2. Monitor the recall response of wing staff personnel.
	4.2.3.3. Advise CAT as necessary.

	4.2.4. STAFF JUDGE ADVOCATE (AW/JA) will:
	4.2.4.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.4.2. Advise CAT on legal matters as necessary.
	4.2.4.3. Provide one administrative support person to the CAT.

	4.2.5. CHIEF, WING COMMAND POST (AW/CP) will:
	4.2.5.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.5.2. Implement the CAT or wing recall plan when directed.
	4.2.5.3. Ensure setup of initial security at the CATC.
	4.2.5.4. Brief CAT XO upon arrival at CATC.
	4.2.5.5. Ensure CAT conference area is prepared for CAT operations immediately upon notification ...
	4.2.5.6. Direct Maintenance Aircraft Coordination Center (MACC) to coordinate aircraft generation...
	4.2.5.7. Notify the CAT of any DEFCON or posture change, change in aircraft alert status, and any...
	4.2.5.8. Ensure accurate and timely reporting to higher headquarters.
	4.2.5.9. Notify the CAT of messages, inquiries, and problems passed to the duty controllers.
	4.2.5.10. Perform other functions directed by the commander or necessary to accomplish the contin...
	4.2.5.11. Maintain CAT facilities: electronic display equipment, computers, display boards, furni...
	4.2.5.12. Coordinate contingency efforts of tenant units not considered as primary or alternate C...
	4.2.5.13. Support CAT training as required.

	4.2.6. CHIEF, WING SAFETY (AW/SE) will:
	4.2.6.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required. Advis...

	4.2.7. CHIEF, PUBLIC AFFAIRS (AW/PA) will:
	4.2.7.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.7.2. Advise CAT on public affairs matters as necessary.

	4.2.8. COMMAND CHIEF MASTER SERGEANT (AW/CCC) will:
	4.2.8.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.8.2. Advise CAT as necessary on enlisted affairs.

	4.2.9. COMMANDER, OPERATIONS GROUP (OG/CC) will:
	4.2.9.1. Provide one administrative support person to the CAT.
	4.2.9.2. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.9.3. Direct the CAT in the absence of the commander or vice commander.
	4.2.9.4. Be responsible for the content and currency of CAT briefing information pertaining to OG...
	4.2.9.5. Provide the CAT with limiting factors that could affect the unit's contingency taskings.
	4.2.9.6. Provide runners for communication outages and classified pickups, as required.
	4.2.9.7. Monitor the recall response of operations personnel.
	4.2.9.8. Provide mission ready aircraft to accomplish contingency tasking.
	4.2.9.9. Monitor/brief aircraft generation status and provide guidance as necessary.
	4.2.9.10. Ensure OG GCCs/UCCs are activated and monitor/ensure personnel strength reports are mad...
	4.2.9.11. Monitor resources activities to enhance aircraft generation and associated contingency ...
	4.2.9.12. Provide mission ready crews and staff support to accomplish all taskings.
	4.2.9.13. Track aircraft generation and aircrew utilization.
	4.2.9.14. Provide aircraft generation flow plans, as required.
	4.2.9.15. Track launch and recovery of unit aircraft.
	4.2.9.16. Monitor the progress of aircraft tasked to reconstitute for possible subsequent missions.
	4.2.9.17. Track reconstitution activities.

	4.2.10. COMMANDER, LOGISTICS GROUP (LG/CC) will:
	4.2.10.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.10.2. Be responsible for the content and currency of CAT briefing information pertaining to L...
	4.2.10.3. Provide the CAT with limiting factors that could affect the unit's contingency taskings.
	4.2.10.4. Provide runners for communication outages and classified pickups, as required.
	4.2.10.5. Monitor the recall response of LG personnel.
	4.2.10.6. Ensure LG GCCs/UCCs are activated and monitor/ensure personnel strength reports are mad...
	4.2.10.7. Provide assistance to ensure the accurate, legible posting of deployment displays.
	4.2.10.8. Monitor/ensure transportation requirements are identified and accomplished.
	4.2.10.9. Monitor resources activities to enhance aircraft generation and associated contingency ...

	4.2.11. COMMANDER, SUPPORT GROUP (SPTG/CC) will:
	4.2.11.1. Appoint a designated alternate(s) to the CAT, as well as for On-Scene Command operation...
	4.2.11.2. Provide one administrative support person to the CAT.
	4.2.11.3. Be responsible for the content and currency of CAT briefing information pertaining to S...
	4.2.11.4. Provide the CAT with limiting factors that could affect the unit's or contingency taski...
	4.2.11.5. Provide runners for communication outages and classified pickups, as required.
	4.2.11.6. Advise the CAT on security-related problems, threats, and exercise/real world events.
	4.2.11.7. Monitor/recommend changes in FPCONs.
	4.2.11.8. Ensure/provide adequate communications capabilities for the primary and alternate CAT l...
	4.2.11.9. Monitor the recall response of SPTG personnel.
	4.2.11.10. Ensure SPTG GCCs/UCCs are activated and monitor/ensure personnel strength reports are ...
	4.2.11.11. Monitor/direct shelter activation and management.
	4.2.11.12. Track airfield security and disaster response status to enhance aircraft generation an...
	4.2.11.13. Direct/monitor Disaster Control Group (DCG) activities, as required.

	4.2.12. COMMANDER, MEDICAL GROUP (MDG/CC) will:
	4.2.12.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.12.2. Be responsible for the content and currency of CAT briefing information pertaining to M...
	4.2.12.3. Provide the CAT with limiting factors that could affect the unit's contingency taskings.
	4.2.12.4. Provide runners for communication outages and classified pickups, as required.
	4.2.12.5. Advise CAT on health effects associated with exposure to chemical, biological or radiol...
	4.2.12.6. Monitor the recall response of medical personnel.
	4.2.12.7. Ensure MDG GCCs/UCCs are activated and monitor/ensure personnel strength reports are ma...
	4.2.12.8. Maintain Medical Control Center (MCC) for 24-hour operations, as required.
	4.2.12.9. Ensure that applicable medical services are provided during contingency operations.
	4.2.12.10. Provide medical support in accordance with OPlans and local support plans, as required.
	4.2.12.11. Perform other functions directed by the commander or necessary to accomplish the conti...

	4.2.13. COMMANDER, 23d FIGHTER GROUP (23 FG/CC) will:
	4.2.13.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.13.2. Be responsible for the content and currency of CAT briefing information pertaining to F...
	4.2.13.3. Provide the CAT with limiting factors that could affect the unit's contingency taskings.
	4.2.13.4. Provide runners for communication outages and classified pickups, as required.
	4.2.13.5. Monitor the recall response of fighter personnel.
	4.2.13.6. Ensure FG GCCs/UCCs are activated and monitor/ensure personnel strength reports are mad...
	4.2.13.7. Provide mission ready aircraft to accomplish contingency tasking.
	4.2.13.8. Monitor/brief aircraft generation status and provide guidance as necessary.
	4.2.13.9. Provide assistance to ensure the accurate, legible posting of deployment displays.
	4.2.13.10. Provide aircraft generation flow plans, as required.
	4.2.13.11. Monitor/ensure transportation requirements are identified and accomplished.
	4.2.13.12. Monitor the assembly and deployment of contingency support teams.
	4.2.13.13. Monitor resources activities to enhance aircraft generation and associated contingency...
	4.2.13.14. Monitor the progress of aircraft tasked to reconstitute for possible subsequent missions.

	4.2.14. CAT FACILITATOR (Primary 43 AW/XP) will:
	4.2.14.1. Ensure an alternate facilitator is identified to provide 24-hour coverage as required.
	4.2.14.2. Provide one administrative support person to the CAT.
	4.2.14.3. Facilitate CAT operations:
	4.2.14.3.1. Brief and monitor all problems/inputs.
	4.2.14.3.2. Preface all inputs with their proper classification.
	4.2.14.3.3. Before briefing classified inputs, ensure the CAT room is secured and proper COMSEC p...

	4.2.14.4. Coordinate, consolidate, and review the CAT briefings.
	4.2.14.5. Coordinate/ensure OPRs are assigned and suspenses are met.
	4.2.14.6. Direct CAT operations in the absence of senior command personnel.
	4.2.14.7. Act as focal point for OPRs to ensure reports/SITREPS are submitted.
	4.2.14.8. Ensure CAT training requirements are adhered to.

	4.2.15. CAT EXECUTIVE (Primary is 43 AW/XPO) will:
	4.2.15.1. Prepare and organize CAT briefings.
	4.2.15.2. Organize and prepare administrative materials and taskings for CAT members.
	4.2.15.3. Perform other functions directed by the commander or necessary to accomplish the contin...
	4.2.15.4. Supervise all supporting functions within the CAT and coordinate on all incoming and ou...
	4.2.15.5. Maintain currency of this operating instruction and Transition Operations Plan.
	4.2.15.6. Develop shift schedules for the CAT when operating on 24-hour a day basis.
	4.2.15.7. Ensure Primary CAT member binders are current.
	4.2.15.8. Upon implementation of an OPORD/OPLAN, advise the CAT of the provisions and actions req...
	4.2.15.9. Monitor accomplishment of emergency action procedures IAW Quick Reaction Checklists.
	4.2.15.10. Provide the necessary training for CAT members in facility and equipment usage.
	4.2.15.11. Provide quarterly CAT training for all members (as needed).

	4.2.16. CAT Administration will:
	4.2.16.1. Report to the CAT immediately upon notification.
	4.2.16.2. Ensure adequate administrative supplies are available upon formation of the CAT and tha...
	4.2.16.3. Develop and maintain an administrative supply list.
	4.2.16.4. Maintain a CAT control log listing all documents/instructions received, changes in read...
	4.2.16.5. Make additional copies of messages and distribute as required.
	4.2.16.6. Ensure classified messages are documented, receipted, and destroyed.
	4.2.16.7. Monitor telephones during closed briefings.
	4.2.16.8. Handle all message coordination and prepare message files.

	4.2.17. AFOSI Det 324 will:
	4.2.17.1. Appoint a designated alternate to the CAT to provide 24-hour coverage as required.
	4.2.17.2. Be responsible for the content and currency of CAT briefing information pertaining to A...
	4.2.17.3. Provide the CAT with limiting factors that could affect the unit's contingency taskings.
	4.2.17.4. Provide counterintelligence, criminal investigation services, and current information p...
	4.2.17.5. Provide counterterrorism services and establish/maintain liaison between Federal Law En...
	4.2.17.6. Provide other services upon request.



	5. Training.
	5.1. General. Crisis Action Team operational effectiveness can be significantly improved through ...
	5.1.1. Initial Training
	5.1.2. Recurring Training
	5.1.3. Recall Exercises (IAW TOP)

	5.2. Initial Training. An initial indoctrination-training program will be developed and administe...
	5.3. Recurring Training. The size and scope of recurring training is determined by the 43 AW/CC, ...
	5.4. Recall Exercises. The 43 AW/CC should conduct both regular and no-notice CAT recall exercise...
	5.5. CAT Members Training Responsibilities. Once training has been completed each CAT member is r...
	5.5.1. Understanding all applicable requirements and procedures of this instruction.
	5.5.2. Possess a working knowledge of unit taskings, capabilities, and limitations as they apply ...
	5.5.3. Ensuring accomplishment of assigned duties.


	6. Communications/Operations Security.
	6.1. General. It is imperative that strict Communications Security (COMSEC) and Operations Securi...
	6.2. COMSEC Procedures. Always observe the following COMSEC practices:
	6.2.1. Do not discuss classified information over telephones or hand-held radios.
	6.2.2. Do not talk around classified information over telephones or hand-held radios.
	6.2.3. Use only secure communications systems to transmit classified information.
	6.2.4. Leave hand-held radios and pagers outside the CATC in the rack provided. Ensure they are t...
	6.2.5. Do not leave telephones or hotlines off-hook when not in use.
	6.2.6. Terminate telephone conversations when directed (i.e., for upcoming classified briefings).
	6.2.7. Do not initiate telephone calls during classified briefings or announcements.
	6.2.8. When answering telephones ensure everyone around is aware that a telephone is in use by st...
	6.2.9. Keep in mind the fact that the "secure" mode of the commander's net hand held radios is no...
	6.2.10. Cellular phones are exposed to outside monitoring and interference. Sensitive discussions...
	6.2.11. In the clear communication dealing with dead/injured/missing information will be passed u...

	6.3. OPSEC Responsibilities. Although denial of information is inherently a command responsibilit...
	6.3.1. OPSEC is a process of identifying critical information and analyzing friendly actions atte...
	6.3.2. Identify those actions that can be observed by potential adversaries.
	6.3.3. Determine indicators that could be interpreted or pieced together to derive critical infor...
	6.3.4. Select and execute measures that eliminate or reduce to an acceptable level the vulnerabil...

	6.4. OPSEC THREAT. The enemy's major sources of information are in the broad categories of operat...
	6.5. Operational Factors.
	6.5.1. Stereotyped patterns of operational activity, i.e., doing the same things in essentially t...
	6.5.2. Coordination of military operations and activities with US and foreign civil authorities i...
	6.5.3. Pre-positioning of units and supplies to support future operations.
	6.5.4. Convening of exercise planning and pre-execution conferences.

	6.6. Signal Intelligence (SIGINT) Threat. Unencrypted voice radio communications (the enemy needs...
	6.7. Communications Intelligence (COMINT). COMINT is real-time information that is often availabl...
	6.7.1. Plain language communications associated with a planned operation and conducted during the...
	6.7.2. Use of unchanging or infrequently changing call signs and/or radio frequencies.
	6.7.3. Stereotyped message characteristics that are indicative of particular types of military ac...
	6.7.4. Significant increases or decreases in message traffic volume.
	6.7.5. The use of unauthorized crypto materials such as homemade codes and grid systems.

	6.8. Open Literature Threat. Any information, though seemingly unclassified, that reveals informa...
	6.8.1. Public news media coverage of planned and ongoing operations.
	6.8.2. Posting of crew/flight schedules, flight plans, weather information, clearances, exercise ...
	6.8.3. Marking of supplies that could reveal a destination and/or commencement date of an operation.

	6.9. Handling and transporting Classified Material. There are times that classified material will...
	6.9.1. Always ensure classified is under your direct control or that of someone who has the appro...
	6.9.2. Give access to classified only to people with appropriate clearance and need-to-know.
	6.9.3. Do not attract attention to yourself when carrying classified material from one office to ...
	6.9.4. Put the appropriate cover sheet (orange SF 703 for Top Secret; red SF 704 for Secret; blue...
	6.9.5. Double wrap (use opaque materials); place classification markings on inner layer; do not i...
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