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The OPR for this supplement is 910 AW/CF (Judy Hendricks). This supplement implements and extends
the guidance of Air Force Instruction (AFI) 33-114, 1 July 2000. The AFI is published word-for-word
without editorial review. 910 AW supplementary material is indicated by (910 AW) in bold face type. This
supplement describes 910 AW procedures to be used in conjunction with the basic instruction. Upon
receipt of this integrated supplement discard the standalone Air Force basic. It applies to all base person-
nel and tenants. 

9.  Managing Licensed Commercial Off-The-Shelf Software: All 910 AW Workgroup Managers
(WGMs), Computer Security (COMPUSEC) managers and Computer System Security Officers (CSSOs)
who implement licensed COTS or other software shall ensure the following: 

9.2.1. (Added)  Annual training in software management and software piracy is available to all users on
the intranet information assurance page. The test will be graded, tracked and filed with the Wing Informa-
tion Assurance Specialist. 

9.3.1. (Added)  An annual inventory of all computer systems will be conducted between April 1 and April
30 by the COMPUSEC manager or CSSO using System Management Server (SMS) on network
machines. The COMPUSEC manager or CSSO will have to conduct a manual inventory on non-network
computers and on extra drives on all computers (format shown in Attachment 1). 

9.3.2. (Added)  Periodic spot checks of inventoried machines will be conducted by the Software Manager
and WGM using SMS. The WGM will randomly sample machines bimonthly. Any discrepancy will be
reported to the Software Manager for review and further action to be taken if necessary. 

9.3.3. (Added)  The WGM will remove all unauthorized software upon discovery. 

9.5.1. (Added)  The Software Manager and WGM will maintain an inventory of all software and ensure
that a license or other proof of legal use is available. A soft copy of the inventory will be kept on the net-
work for ease of access. The Software Manager must be notified of any changes made to the files kept on
the network by sending a change of status form. (See Attachment 2-5.) 
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9.5.2. (Added)  The COMPUSEC manager or CSSO will sign a memorandum stating that an annual
inventory was completed. (See Attachment 6 (Added).) 

9.6.1. (Added)  The COMPUSEC manager or CSSO will ensure that all computer users have proof of the
authority to use the software loaded on the computer. Proof may be original disks, receipts with serial
numbers, site licenses, proof of registration provided by the software company, or the location of this
proof. This is the case for copyrighted software that the Air Force has rights to use (i.e., software provided
without restrictions to the Air Force or where an Air Force-wide site license is in force.) 

9.6.2. (Added)  All authorized licensed software will be stored by the COMPUSEC manager or CSSO in
a secure location and labeled appropriately. 
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Attachment 3 (Added)   

SAMPLE OF INVENTORY SHEET 

A3.1. (Added)  Inventory Sheet. 
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Attachment 4 (Added)   

NETWORK FOLDER 

A4.1. (Added)  Network Folder. 
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Attachment 5 (Added)   

TOTAL SOFTWARE LIST BY CSSOS OR COMPUSEC MANAGERS 

A5.1. (Added)  Total Software. 
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Attachment 6 (Added)   

TOTAL BASE-WIDE INVENTORY SHEET 

A6.1. (Added)  Total Base Wide Inventory. 
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Attachment 7 (Added)   

CHANGE OF STATUS WORKSHEET 

A7.1. (Added)  Change of Status. 
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Attachment 8 (Added)   

ANNUAL INVENTORY MEMORANDUM 

A8.1. (Added)  Annual Inventory Memorandum. 
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MICHAEL F. GJEDE,  Brig Gen, USAFR 
Commander 
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