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This instruction is issued to establish policy for the reporting of NOTAMs/IAVAs. This extends the policy
in Air Force Security System Instruction, AFSSI 5021, Time Compliance Network Order (TCNO) Man-
agement And Vulnerability And Incident Reporting. 

1.  Responsibility: All personnel assigned as Workgroup Managers (WMs) and Information Systems
Security Officers (ISSOs) are responsible for compliance with the procedures contained herein. 

2.  Policy: All groups, wing staff, and tenant units will appoint an ISSO and alternate. The ISSO is the
single point of contact for all issues concerning NOTAMs/IAVAs. The Wing Computer Network Defense
(WCND) office will coordinate directly with ISSOs. 

2.1.  When the WCND office receives a new NOTAM/IAVA, it will be sent out to all WMs and ISSOs.
All WMs will report compliance numbers to their ISSO, who in turn reports compliance to WCND.
WMs will stay up-to-date on all required training needed to ensure they properly fulfill their duties. 

3.  Procedures: A unit compliance date (UCD) will be established 7 days prior to NOSC completion date
(NCD). Each group/unit will report NOTAM/IAVA compliance NLT noon on the UCD. NOTAMs/IAVAs
with a short suspense may not allow for 7 days, and WCND will establish a due date and advertise accord-
ingly. 

3.1.  As groups/units report compliance, WCND will scan their subnets to verify compliance. A report
will be sent back to the group/unit listing computers that are still non-compliant. WCND will continue
to scan each group/unit until 100% compliance is attained. Computers that have been patched and still
show up as non-compliant will be worked individually between the unit and the WCND office. 

3.2.  At noon on the unit compliance date, WCND will send notification via email to all ISSOs who
have not reported compliance with a courtesy copy 30SCS/CC. 
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3.3.  The day following the unit compliance date, WCND will send notification via email to 30SCS/
CC containing updated list of groups still non-compliant. 30SCS/CC will notify the 30OG/CC and all
group and tenant commanders of compliance status. 

3.4.  Each day until the day before NCD, 30SCS/CC will receive an updated list of groups non-com-
pliant. 30OG/CC and all group and tenant commanders will continue to be notified daily. If units are
still non-compliant the day prior to NCD, 30SW/CC will be notified. 

3.5.  Groups that are non-compliant after the NCD will have all non-compliant computers removed
from the network. 

3.6.  Computers will not be added back to the network until patches are loaded and vulnerability veri-
fied by WCND. 

FRANK GALLEGOS,  Colonel, USAF 
Commander 
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