OPSEC TREATY TIPS

OUR CRITICAL MISSION-REVEALING AND OPERATIONAL INFORMATION ARE
PARTICULARLY VULNERABLE TO EXPLOITATION DURING A STRATEGIC ARMS
REDUCTION TREATY (START), CHEMICAL WEAPONS CONVENTION (CWC), AND OPEN
SKIES INSPECTION OR OVERFLIGHT. THE FOLLOWING “OPSEC TIPS” SHOULD HELP
REDUCE OR ELIMINATE TREATY VULNERABILITIES. USE THEM DURING ACTUAL,
MOCK, OR PRACTICE TREATY VISITS OR OVERFLIGHTS OF YOUR AREA, FACILITY,
OR WORK CENTER.

e STORE ALL CLASSIFIED MATERIAL
e CONSIDER ALL MEMBERS OF THE VISITING TEAM AS ADVERSARIES
e DO NOT WASTE TIME PROTECTING THE OBVIOUS
¢ SHROUD SMARTLY
e TAKE TIME, HAVE A PLAN

¢ DO NOT OVERKILL. SHROUD/COVER ONLY THAT WHICH IS
MISSION-REVEALING OR SENSITIVE

e CONSIDER MOVING NON-INSPECTABLE MISSION-REVEALING
EQUIPMENT TO ANOTHER AREA

o DISTORT SHAPES, WHERE POSSIBLE

e SHROUD/COVER CONSISTENTLY WITHIN THE SAME AREA OR
FACILITY

¢ REMOVE ALL SENSITIVE, MISSION-REVEALING, AND PERSONAL B OOKS,
DOCUMENTS, PHOTOGRAPHS, PAPERS, AND THE LIKE FROM BULLETIN BOARDS,
DESK TOPS, FILE CABINETS, AND OTHER LOCATIONS WHERE MEMBERS OF AN
INSPECTION TEAM CAN READILY DISCERN SUCH INFORMATION

e DO NOT GIVE ANY MEMBER OF AN INSPECTION TEAM ANY ITEM THAT HAS NOT
BEEN APPROVED FOR RELEASE BY THE WING TREATY OFFICE

e DO NOT ENGAGE IN IDLE CHAT WITH INSPECTION TEAM MEMBERS. ANSWER
QUESTIONS DIRECTLY AND SUCCINCTLY. REFER QUESTIONS CONSIDERED
OBJECTIONALBE TO THEWING TREATY OFFICE OR PUBLIC AFFAIRS.

QUESTIONS? CONTACT YOUR UNIT OPSEC MONITOR OR THE WING OPSEC
MANAGER, 30 SW/XPRO, 6-6639
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