GENERAL SERIES, TITLING AND OCCUPATIONAL GUIDANCE

(Title – GS22XX
Enterprise Information Management – GS2230 

Definition
This series covers two-grade interval administrative positions that manage, supervise, lead, administer, develop, and support the enterprise information management arena.  This series covers those positions for which the requirement is a broad and in-depth knowledge of laws and statutes mandating information management (IM) rules and principles applicable to information technology (IT) processes, concepts and methods, e.g., software applications, networking, systems, and data storage media.

Enterprise Information Management (EIM) refers to the creation, collection, control, storage, protection, authentication, maintenance, retrieval, and disposition of information, regardless of media.  EIM includes the planning, budgeting, manipulating, and controlling of information throughout its lifecycle.  It also includes the incorporation of information management requirements into automated information systems design and redesign.  The EIM objective is to meet the customers’ information challenges by providing the right information, in the right form, at the right time, to the right place, for the right user.

EIM encompasses the information management processes and systems that are common across all activities to facilitate the sharing of data, information, and knowledge among producers and consumers to support collaborative decision making across the enterprise.

The enterprise information environment is the aggregate of organizations and systems that collect, process, or disseminate information, including the information itself.  This environment ensures the integration of records with those of other media, conversion of records to a single media, and merging scanned records with related electronic records.

Information management is the necessary ingredient to achieve the condition of information superiority.  The activities associated with the IM capability must be pervasive across the spectrum of operations to support military operations.  The broad operational domain creates an extremely complex and resource intensive information environment.



Titling
Enterprise Information Analyst (e.g., Records Management)

Parenthetical Titles
Policy and Planning 1/  

Work that involves a wide range of management activities that extend and apply to an entire organization or major components of an organization.  This includes strategic planning, capital planning, policy and standards development, resource management, knowledge management, architecture and infrastructure planning and management, auditing, and information security management.   (Ref:  44 USC, Public Printing and Documents, Chapters 29, 31, 33, and 35; 36 CFR Chapter XII, Subchapter B, Records Management; applicable regulations of the General Services Administration (GSA); and General Accounting Office (GAO); Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources.)

Functions commonly performed by employees in this specialty may include:

· developing and maintaining strategic plans, 

· assessing policy needs and developing policies to govern EIM activities,

· providing EIM policy guidance to IT professionals, management, staff, users etc.,

· defining current and future business environments,

· preparing EIM budgets, 

· establish metrics to measure and evaluate systems performance, e.g. resource management,

· conducting program reviews of EIM programs and projects,

· ensuring the rigorous application of information security/information assurance policies, principles, and practices in the delivery of planning and management services.

.

Common organizational or functional titles for positions in this specialty:

· Enterprise Information Manager

· Enterprise Information Analyst

· Business Information Management Analyst

NOTE: 1/ Planning provides a forum for dealing with the following issues:

-- determining the most critical activities that the agency must  perform if it must operate under other than normal business conditions and in a facility other than its normal place of business;

-- identifying which records support those critical activities and the resumption of normal operations; 

-- identifying which records series or electronic information systems contain information needed to protect the legal and financial rights of the agency and persons directly affected by the agency's actions and preserving copies of such records; and 

--establishing and implementing a plan to recover information (regardless of the medium of recording) that is damaged in an emergency or disaster

  


Information Assurance 

Work that involves ensuring the confidentiality, integrity, availability and protection of information/data through the planning, analysis, development, implementation, maintenance, and enhancement of EIM security programs, policies, procedures, and tools.  

Functions commonly performed by employees in this specialty may include:

· implementing policies to protect Privacy Act and For Official Use Only (FOUO) information to prevent and defend against unauthorized access.

· implementing policies and procedures to ensure personnel do not prematurely dispose of, alter, mutilate or destroy official records.

· managing the vital records and records disaster mitigation and recovery programs, relative to emergency preparedness.

· developing contingency plans critical to laying the foundation for EIM programs,  

· developing and implementing programs to ensure users are aware of, understand, and adhere to security/assurance policies and procedures.

· participating 2/  in system design to ensure implementation of appropriate security/assurance policies.

· facilitating the authenticity of information to ensure it is preserved as evidence acceptable in a court of law, if necessary.

Common organizational or functional titles for positions in this specialty:

-  Workgroup Manager
-  Enterprise Information Manager

-  Enterprise Information Analyst

-  Business Information Management Analyst

-  Privacy Act Officer

-  Freedom of Information Act Manager


Systems Analysis (Information Analysis)

Work that involves applying  processes to the planning, design and implementation of new and improved information systems.  Ensures the lifecycle requirements of the enterprise information support the business process and mission of the organizations.  

Functions commonly performed by employees in this specialty may include:

· oversee and provide technical consultation and guidance for the full range of life-cycle management of information assets, under the umbrella of EIM.

· evaluate and functionally test EIM software 

· consult with customers to identify and specify EIM requirements.

· participates  2/  in business process reengineering.

· participates   2/  in cost analyses to determine EIM life cycle costs

· evaluates system documentation to determine information collections meet legal and statutory compliance. 

· ensuring the rigorous application of information management, privacy act and freedom of information act policies, principles and practices to the systems analysis process.

· ensuring EIM application is integrated and interoperable with other automated information systems, including procedures, databases, policies, software and hardware.

· ensures compliance with Federal Register statutory and regulatory requirements.

· lead a core of functional (and cross-functional) experts, in a team environment,

      working closely together to identify information requirements and possible 

      solutions.

Common organizational or functional titles for positions in this specialty:
   -    Enterprise Information Manager

-    Enterprise Information Analyst

· Business Information Management Analyst

· Privacy Act Officer

· Freedom of Information Act Manager 

· Workgroup Manager/Information Management

· Functional Information Manager


Application Software

Work that involves the support of new or existing application software design, documentation, development, modifications, testing, installation, training and implementation.

Functions commonly performed by employees assigned to this specialty may include:

· participates 2/  in analyzing and refining information architecture and requirements.

· determining output media/formats to meet National Archives and Records Administration standards.

· ensuring the rigorous application of information management, privacy act and freedom of information act policies, principles, and practices to the delivery of application software services.

· evaluating new systems technologies and their effects on EIM life-cycle management.

· ensure EIM training is integrated as part of the software implementation. 

Common organizational or functional titles for positions in this specialty:  

  -     Enterprise Information Management Software Analyst

  -     Business Information Management Analyst

  -     Privacy Act Officer

· Freedom of Information Act Manager 

· Workgroup Manager/Information Management

·  Functional Information Manager




Information Systems

Work that involves the planning, installation, configuration, testing, implementation and management of the organization’s EIM architecture and business needs.

Functions commonly performed by employees in this specialty may include:

· develops plans for the effective and valid information/data migration from one storage system to another.  

· identify requirements to ensure information/data backward compatibility between systems and system upgrades.

· apply EIM standards to convert records from paper to any media.

· focus on achieving integration of combat, mission support, and service applications and processes through effective insertion of web and networking technologies.  

· analyzing EIM requirements in response to business requirements, risks, and costs.

· ensuring the rigorous application of information management, privacy act and freedom of information act policies, principles, and practices to the delivery of application software services.

· evaluates other enterprise components, to include corporate libraries, Management Information Systems, archives, etc., to analyze the interaction between associated subsystems within the enterprise, to capture both its metadata and the record itself within an organized system.

· lead a core of functional (and cross-functional) experts, in a team environment,

      working closely together to identify information requirements and possible 

      solutions.

Common organizational or functional titles for positions in this specialty:  

  -    Enterprise Information Manager

· Business Information Management Analyst

· Privacy Act Officer

· Freedom of Information Act Manager 

 -  Workgroup Manager/Information Management

   -   Functional Information Manager




Data Management

Work that involves the planning, development, implementation, and administration of systems for the acquisition, storage and retrieval of data.

Functions commonly performed by employees in this specialty may include:

· ensures content, context and structure are essential to support the 

      evidentiary value of a record.  

· ensuring the rigorous application of information management, privacy act and freedom of information act policies, principles, and practices to the delivery of application software services

· performs as data administrator to provide access permissions, administer access control list, administer destruction list, etc.

· lead a core of functional (and cross-functional) experts, in a team environment,

      working closely together to identify information requirements and possible 

      solutions.

Participates 2/ in:

         -  analyzing and defining data requirements and specifications

      -  designing, normalizing, developing, installing, and implementing

          databases
      -  developing and implementing data mining and data warehousing

          programs

       -  evaluating and providing recommendations on new database 

           technologies and architectures

Common organizational or functional titles for positions in this specialty:  

  -    Enterprise Information Management Analyst

· Business Information Management Analyst

· Privacy Act Officer

· Freedom of Information Act Manager 

 -  Workgroup Manager/Information Management

   -   Functional Information Manager




Customer Support

Work that involves the planning and delivery of customer EIM support services, including policy and guidance, procedures and standards, customer assistance, and training.

Functions commonly performed by employees in this specialty may include:

· evaluates and resolves EIM problems in response to customer reported inquiry

· research, evaluate, and provide feedback on problematic trends and patterns in customer support requirements

· develop and maintain problem tracking and resolution databases

· develop and manage customer service performance requirements

· develop customer support policies, procedures and standards

· ensure the rigorous application of information management, privacy act and freedom of information act policies, principles, and practices to the delivery of application software services

Common organizational or functional titles for positions in this specialty:  

  -    Enterprise Information Management Analyst

· Business Information Management Analyst

· Privacy Act Officer

· Freedom of Information Act Manager 

 -  Workgroup Manager/Information Management

   -   Functional Information Manager




Training

Work that involves training on policies, responsibilities, and techniques for the implementation of recordkeeping requirements and the distinction between records and non-record material, regardless of media, including those materials created by individuals using computers to send or receive electronic transmissions in a globally networked environment.

  Functions commonly performed by employees in this specialty may include:

· ensure that adequate recordkeeping training is provided to users of information systems in the operation and maintenance of the information, care and handling of the equipment, software and media used in the system.

· establish and manage a training program for new appointed EIM personnel 

· schedule and train all personnel, who file, maintain, and dispose of official records

· ensuring privacy act and freedom of information act training is conducted on policies, principles, and practices.

Common organizational or functional titles for positions in this specialty:  

  -    Enterprise Information Management Analyst

· Business Information Management Analyst

· Privacy Act Officer

· Freedom of Information Act Manager 

 -   Workgroup Manager/Information Management

· Functional Information Manager

Privacy Act System Manager


Privacy Act (PA)

Work that involves developing and overseeing the implementation of policies, principles, standards, and guidelines on privacy, confidentiality, security, disclosure and sharing of information, collected or maintained by or for the organization, in accordance with Public Law 93-579.

Functions commonly performed by employees in this specialty may include:

· ensure collected personal information is in an established PA system of records.

· provide guidance for collecting, safeguarding, maintaining, using, accessing and disseminating personal information.

· investigates PA complaints and violations

· evaluates and processes PA requests.

· reviews publications and forms for compliance.

· evaluates information systems and web sites for PA compliance 

· ensures program compliance review

· ensures PA policies and procedures are well understood and   

      rigorously applied

· evaluates system documentation to determine information collections meet legal and statutory compliance

· ensures compliance with Federal Register statutory and regulatory requirements

Common organizational or functional titles for positions in this specialty:  

  -    Enterprise Information Management Analyst

· Business Information Management Analyst

· Privacy Act Officer

· Freedom of Information Act Manager 

 -   Workgroup Manager/Information Management

· Functional Information Manager

· Privacy Act System Manager




Freedom of Information Act (FOIA)

Work that involves public access to government records under Title 5, USC, Section 552(b).  

Functions commonly performed by employees in this specialty may include:

· control and process FOIA requests; including search, fee determination, assessment and collection.

· compiles annual reports

· promotes public access of information through the effective use of information technology (e.g. e-FOIA reading room)

· facilitates resolution of conflicting opinions and ensures information is released or denied based upon regulatory authority.

· ensures FOIA policies and procedures are well understood and rigorously applied.

· evaluates system documentation to determine information collections meet legal and statutory compliance.

Common organizational or functional titles for positions in this specialty:  

  -    Enterprise Information Management Analyst

· Business Information Management Analyst

· Privacy Act Officer

· Freedom of Information Act Manager 

 -   Workgroup Manager/Information Management

· Functional Information Manager

· Privacy Act System Manager




Information Collection (Reports Control)

Work that involves procedures and assigned responsibilities for managing and controlling information collections and reporting requirements, and developing the information collection budget according to Public Law 104-13, the Paperwork Reduction Act of 1995.   This includes guidelines and procedures for licensing internal information and reports and collection, requesting information from the public, federal interagency reporting requirements, and reporting projected public information collections to the Congress.  (Ref:  Title 5, Code of Federal Regulation [CFR] Part 1320, Controlling Paper Work Burdens On The Public.)   

Functions commonly performed by employees in this specialty may include:

· establish and maintain policy, plans, and objectives

· review program proposals

· allocate resources (i.e., manpower, training, and other related costs).

· review actual performance against program goals

· collect information from the public, within Federal and State agencies.

· evaluate system documentation to determine information collections meet legal and statutory compliance.

· monitor the revalidation of licensed reporting requirements.

· ensure compliance with Federal Register statutory and regulatory requirements

Common organizational or functional titles for positions in this specialty:  

   -    Enterprise Information Management Analyst

· Business Information Management Analyst

   -     Information Collections and Reports Control Officer


Authentication of Government Records (Official)

Work involves a process ascertaining the identity of a person or the integrity of specific information, whether signature or seal, assuring documents are genuine and official.  (Ref:  Title 44 USC, Public Printing and Documents)

Functions commonly performed by employees in this specialty may include:

· identify the authority to authenticate official government records, i.e., executive, staff, administrative, or professional capacity.

· determine methods to authenticate (e.g., facsimile, ink signature, electronicor digital signature, and seals).

· safeguard signature controls and access tools.

· participate in the electronic signature development process.

Common organizational or functional titles for positions in this specialty:  

   -    Enterprise Information Management Analyst

· Business Information Management Analyst

· Workgroup Manager/Information Management

· Functional Information Manager

-    Privacy Act System Manager




Other EIM Functions

Works that involves a wide variety of legal and interagency information processes.

Functions commonly performed by employees in this specialty may include:

· provides consulting services to legal and functional staff, Congress, and other Federal agencies in the search and segregation of agency records.

· provides direction and guidance on reconstruction of prematurely destroyed government records.

· ensures all federal records are scheduled through the National Archives and Records Administration (NARA).

   -    develops criteria for identifying specific categories of documentary materials

· provide direction for using materials and recording techniques and policy on  

       removal of non-record material

   -    assists in appraising the value of federal records.

· ensures agency records stored in off-site facilities are maintained in facilities 

      meeting the mandatory standards in 36 CFR Part 1228, Subpart K.

· ensures records storage facilities are established to receive and maintain inactive

       records in less costly space and equipment than prime office space.  

· performs periodic evaluations of record programs relating to records creation and recordskeeping requirements, maintenance and use of records and records disposition in accordance with NARA regulations.

· represents the agency/organization in interactions with EIM and IT committees at various levels; provide technical direction in team environments, discuss requirements and actions with upper management; gather and interpret data, lead conferences, brief management, and effectively communicate organization position in diverse audiences.

· serve as senior expert and consultant to top agency management officials to advise on integrating EIM programs with other programs of equivalent scope and complexity.




Knowledge Skills and Abilities

Knowledge required for all positions in this series:  Knowledge of, and skill in applying.

· IM and EIM laws, statutes and regulations

· IM and EIM principles, methods, and practices 

· Knowledge of operating systems software, database concepts, and technical architecture of local, wide and metropolitan area networks, to include central processing units, peripheral storage devices, and systems development lifecycle.

· Information lifecycle management concepts 

· Program monitoring principles and methods

· Quality assurance principles

· Program documentation methods and procedures

· IM and EIM access control methods and procedures

· Analytical methods

· Oral and written communication

OTHER REMARKS:

This work requires a high degree of qualitative and/or quantitative analytical skills, the ability to research problems/issues, , and the application of mature judgment in problem solving.  Knowledge of the applications of information technology and skill in the use of IT software and hardware systems for participating in developing, delivering or supporting IT systems and services.  At the manager level the IM or EIM employee should have advanced knowledge and skills in the use of IT systems to allow them to provide technical advice and assistance in the application of EIM principles to IT.  At the journeyman level an undergraduate degree in business management or other related fields is desired or equivalent work experience.  At the management level and above a masters degree is highly desired, or professional certification, e.g., Certified Records Manager, Chief Information Officer certificate, Archivist, etc.

· 


2/ - Participates 2/  in:  Means working in concert with subject matter experts to develop, manage, and maintain highly effective professional relationships with colleagues, customers, team members, leadership, and contractors, building an influential rapport with all communities of interest so as to leverage information as a primary component to fielding information technology solutions.

Exclusions
GS-2210 IT Specialist -  This series covers those positions for which the paramount requirement is knowledge of IT principles, concepts, and methods; e.g., systems design, software applications, and networking.


Recruitment Knowledge, Skills, And Abilities (KSA):

- knowledge of the regulatory and enforcement programs, which involve EIM 
policy.

-  Comprehensive knowledge of federal laws, rules and regulations, and applicable policy as it relates to development and execution to effectively establish program policies, guidance, and implementation criteria.  (e.g., Records and Information Management Programs, Freedom of Information Act Program, Privacy Act Program, Training Programs, and Staging Area Program.  Working knowledge of the Records Management Program, applicable Federal and Public Laws, Executive Orders/Directives, National Archives and Records Administration guidelines and policies governing the life-cycle management of federal records.)

-  Knowledge of information technology programs and management concepts, objectives, policies, plans and criteria, which involves operating systems software, database concepts, and technical architecture of local, wide and metropolitan area networks, to include central processing units, peripheral storage devices, and systems development life cycle.

-  Knowledge and skill in applying analytical and evaluative methods and techniques concerning the efficiency and effectiveness of the programs operation.

-  Working knowledge of contractual procedures so as to support contractor and Most Efficient Organization (MEO) operated activities in the development and modification of performance work statements.

-  Skill in oral and written communications to provide training, prepare written reports and supplemental instructions, or to write and present briefings.

-  Understanding of business process redesign, which includes requirements gathering, facilitation, prototyping, use case and specification development, and specification development.

-  Ability to communicate with customers using a high degree of tact and diplomacy.

Sufficient to accomplish assignment such as:

· Identify and resolve issues and problems

· Prepares and update manuals, instructions, and operating procedures

· Perform routine and recurring assignments in the specialty area

· Provide information and assistance to customers

· Evaluate established methods and procedures and prepare recommendations for changes in methods and practices where appropriate

· Ensure the application of appropriate security measures to the assignment
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