Testing Multiple Digital Signatures

Before testing the digital signature, you will need to connect the card reader to your computer. Then
place the CAC card into the card reader.

From Designer:
1. With the IMT open, click the Preview button to open the IMT in Viewer
2. Click the signature button

3. Click the Sign button on the Digital Signature Viewer dialog box

Digital Signature Viewer x|

@ No Signature @
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4. Select your signature from the signature list

Select Your Signature Identity

LASTMAMET FIRSTHAME MIDDLEMAME 2234567 591.2004-05-09 00:00:00
| LASTRAMEZ FIRSTHAME MIDDLENAME. 3334567331 .2005-05-03 00:00:00

ak

5. Click OK

6. Type your CAC password in the edit box

(] I Cancel |
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Testing Multiple Digital Signatures, continued

7. Click OK and notice that the signature is valid

Digital Signature Yiewer : x|

@ Signature Is Valid @

Signer. LASTHMAME FIRSTHAME MIDDLEN &IWE. 1234567891
Verifyy Engine: CryptoAPT
CEP: Microsoft Base Cryptographic Provider w1.0

Hash Algorithm: shal

Additional Verifiers: DODI1Z -
Certificate Information:

I3, U A, Government, Dol PEL CONTRACTOR,
LASTHAME FIRSTHAME MIDDLEN ANWE 1 234567301

J&5, U3, Government, DoD), PEI, DOD CLASS 3 CA-4 ‘,_l

QK | ITI _, ........ & dvmced ........ EEIEtB |

8. Click OK to return to Viewer

9. Click on an item that was omitted from the signature that was just signed. The following message
should appear:

|Thi5 item is digitally signed and cannot be altered|

Note: The digital signature must be deleted before the item can be altered.
10. Repeat steps 2 through 9 until all signatures have been tested.

11. Close the IMT in Viewer to return to Designer
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