Workshop for Restricted Site

Robin Bown, Facilitator—Develop New Business rules
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WHAT IS RESTRICTED SITE?

Repository for controlled electronic restricted and or sensitive (information that has been determined not releasable because of criteria) products.

BACKGROUND (Scenarios):

AFSPC (See Case Study w/5 different scenarios)

Three Web Sites

· NORAD-Bi- national

· USSPACECOM-Unified

· AFSPC-Major command, contractor supported

USAFE

Some Local National (LN) will need access (Policy issues (new business rules))

· Local Nationals are not U.S. citizens 

· Need to know (?)

· Clearances (All)

Some Warfighters (Frontline) will need access

· Frequent rotational positions (how will privileges be provided—name or organizational, may be both)

Include .gov and .mil access

· Embassy personnel

AIA

Two Classified Web Sites

· JIWC (Top Secret/SCI)

· SECRET (Must have access to SIPRNET)

Unclassified Web Site

· AIA Pubs and Forms

USSOCOM

Classified Web Site

Secret

· Must have access to SIPRNET

· Self Contained classified Web Site (CD-ROM for AF and other services publications/forms)

Unclassified Web Site

· General unclas information/e-mails.  Contact with outside organizations

· Forms

· Access to Internet

SCOPE:  Create restricted site for authorized users.

VISION:   To provide Global  Web access to authorized personnel for controlled AF publications and forms.

PROBLEMS (Discussion)


Customers don’t have access to needed products (work arounds to resolve problem)

Password privileges (possible solution, however still have obstacles)


URL  addresses (can’t access E-Pubs because URLs change daily)


Foreign nationals doesn’t have access


User/Content Profiles (System administration issues)


Need to be Secure Socket Layer (SSL) compliance -DISA issue 


Front-end process missing (to determine placement  on the public/restricted site) (To become new business rule)


(Will system admin person need clearance?  More than one systems person?  command systems Analyst work with central site system admin profiles (how to, who will update/maintain)

Classification (more in-depth study):  

Human Resource (will skill set change?)

· AFDPO

· Contractor/SOW

Workload (Front end process –Pubs Mangers/OPRs, and Commanders)

Systems Administrators

Short-Long Term Goals:  


Short Term:  To continue to define requirements


                     Research 



       Continue to define new Business Rules


Long Term:   Ability to migrate new technology


Classified Site


Continue to improve and simplify the access/control process (i.e., password, and work group)


Incorporate other services classified pubs that are supplemented by MAJCOMs (i.e., USAFE; PACAF)

Information Technology:


System Analyst (AFDPO) to work with, Felipe M. Olivera, AIA; and Kathy Kite, SPACECmd

PKI (Public Key Infrastructure)—Partnership with DISA

· Secure  web server

· Class III Certs

· Common access card


Type of database


Dissemination of  product information

Requirements: (This Group will be tasking MAJCOMs to identify Restricted Site requirements).


OPRs must be educated on new Business Rules and processes


Need generic profiles – and limited password privilege access


Guidance (AFI 33-129; AFI 33-115; and (new) AFI 33-202)


FOIA, Foreign Disclosure, DoD 5400.7-R


Coordination (Inputs for restricted site)

NIPRNET – non secure site 

SIPRNET – secret and class site

Ramifications:

No Restricted E-Pub Site

No Classified Site

No NORAD publishing items—NORAD CINC unhappy

CONCLUSION:

-

