PROPOSAL FOR POLICY AND GUIDANCE

FOR PUBLICATIONS/FORMS DISSEMINATION VIA ETS
(TO INCLUDE RESTRICTED ACCESS)

The following is a proposed solution for publications/forms dissemination to ALL customers.  Proposal establishes a means to provide access based on a need to know while segregating restricted information from those not authorized access.  

This proposal contains the information recommended for an AF-wide interim change to existing publications/forms management and distribution directives, or for an AF-wide policy letter.  The proposal spells out the procedures to be used for reviewing publications and forms for public release and defines the categories in which the information must be placed on ETS according to the criteria for each category.

ELECTRONIC DISSEMINATION OF

PUBLICATIONS AND FORMS VIA 

THE ELECTRONIC TRANSACTION SYSTEM (ETS)
1.  General.  With the proliferation of electronic media, there is a greater responsibility for effective content management when disseminating publications and forms.  Ease of access to information and availablility of information in the aggregate is growing exponentially.  

2.  Protection of Restricted Information.  Although information may be unclassified, when it is combined with other information which is readily available via the internet, it has the potential to become sensitive or even classified.  Therefore, it becomes necessary to consider the content of the publication or form, as well as the audience and their need to know.  Information which has value only for military or other government agencies must be segregated from internet pages with unlimited access.  AFI 33-129, Transmission of Information Via the Internet, states that Air Force organizations that intend to use internet and web technology for distribution of information within the Air Force should develop an intranet or limited access pages rather than use public access pages on the WWW.  OPRs will review their publications and forms for information that is considered sensitive from the operational, public affairs, acquisition, technology, privacy, legal, and security perspectives to determine the level of protection required before releasing the product for placement on the Electronic Transaction System (ETS).  

3.  Procedures for Dissemination Management.  To meet the requirements of AFI 33-129, AFI 33-360, Volume I, Publications Management, and Volume II, Forms Management, and to protect national security and meet the needs of all customers, the following contains policy and guidance for effective electronic dissemination of publications and forms:
    3.1.  OPRs of publications and forms will accomplish a content releasability  review of new or revised publications and forms in accordance with DOD 5400.7-R, Department of Defense Freedom of Information Act Program, and AFI 33-129. This requirement will be reflected in the revised editions of AFI 33-360, Volume I, Publications Management Program; and Volume II, Forms Management Program.  The review for public release will be accomplished every two years on the existing inventory, in conjunction with the publications and forms biennial review for currency.  The OPR is required to notify the publications or forms manager if the releasability status changes in the interim two-year period.  OPRs of publications/forms provide proof of their review to their local publications and/or forms manager.  The publications/forms manager provides this information to web management as directed. 

    3.2.  During the initial stages of developing a publication or form, the OPR should contact his/her local foreign disclosure, Freedom of Information Act (FOIA), and information assurance office (or equivalent) for guidance on releasability.  As a minimum, OPRs must coordinate their publication and/or form with the local foreign disclosure office, privacy act officer, FOIA officer, and public affairs office, (or equivalent of these offices) to help determine releasability.

    3.3.  To meet the review requirements of AFI 33-129, the responsible publications and forms web master must verify annually that each publication and/or form available from the web page has a public releasability statement on file.  

    3.4.  Publications and forms content will be reviewed for placement in one of the following ETS repositories in Table 1 (reference associated distribution codes A, B, E, G, or X as stated below).   See attachment 1 for review criteria.

Table 1.  Criteria for ETS Repository and Associated Distribution Codes

IF publication/form is authorized for                    
THEN distribution code is

Public release - Publications and forms approved for public release world-wide; access is unlimited (includes release to foreign nationals, US government contractors, foreign government contractors, etc.)
A

US government agencies only (.GOV)


B

DOD components only (.MIL)


E 

Air Force only (.AF.MIL)


G 

Controlled by OPR of publication/form.  Customer contacts OPR and validates need-to-know and authorization to receive.


X 

    3.5.  Initial customer access is through the publicly accessible ETS master catalog. The customer will locate the needed document via the short title.  The publication/form short title will link to the appropriate repository.  If the customer is not authorized access (i.e., if the publication/form is authorized to .GOV, .MIL, .AF.MIL only), the customer will be redirected to the root public page according to AFI 33-129, or advised of who to contact to show authorization to obtain the limited-access publication or form.

Attachment 1

A1.  OPRs must ensure that publications/forms do not violate the requirements below for release onto the publicly accessible ETS site (Distribution Code A in Table 1).  Owners of information proposed for such release must ensure that it is not susceptible to compilation with other information to render sensitive or even classified data in the aggregate.  The search and data mining capabilities of web technology must be assessed from a risk management perspective.  If in doubt, the publication/form owner will not release the information to the public, but will place it on the appropriate restricted site according to distribution code B, E, G, or X in Table 1.  

Note:  The first nine items are FOIA exemptions which must apply if a publication or form is to be withheld from the publicly accessible ETS site (Distribution Code A).  
A1.1.  If publication/form contains information which is currently and properly classified pursuant to an Executive Order in the interest of national defense or foreign policy.

A1.2.  If publication/form contains information which pertains solely to the internal rules and practices of the Agency; this exemption has two profiles, "high" and "low."  The "high" profile permits withholding of a document which, if released, would allow circumvention of an agency rule, policy, or statute, thereby impeding the agency in the conduct of its mission. 

A1.3.  If the publication/form contains information specifically exempted by a statute establishing particular criteria for withholding.  The language of the statute must clearly state that the information will not be disclosed.

A1.4.  If publication/form contains information such as trade secrets and commercial or financial information obtained from a company on a privileged or confidential basis which, if released, would result in competitive harm to the company.

A1.5.  If the publication/form contains inter- and intra-agency memoranda which are deliberative in nature; this exemption is appropriate for internal documents which are part of the decision-making process, and contain subjective evaluations, opinions and recommendations.

A1.6.  If the publication/form contains information which could reasonably be expected to constitute a clearly unwarranted invasion of the personal privacy of individuals (i.e., social security numbers, information on family members, dates of birth, etc.).

A1.7.  If the publication/form has information which applies to records or information compiled for law endorcement purposes that (A) could reasonably be expected to interfere with law endorcement proceedings; (B) would deprive a person of a right to a fair trial or impartial adjudication; (C) could reasonably be expected to constitute an unwarranted invasion of the personal privacy of others; (D) disclose the identify of a confidential source; (E) disclose investigative techniques and procedures; or (F) could reasonably be expected to endanger the life or physical safety of any individual.

A1.8.  If the publication/form has information which contains, applies to, or relates to examination, operation or condition reports prepared by, on behalf of, or for the use of any agency responsible for the regulation or supervision of financial institutions.

A1.9.  If the publication/form has information about geological and geophysical information and data (including maps) concerning wells. 

A1.10.  Ensure publication/form is not used to promote personal/commercial gain, or endorse commercial products or service.

A1.11.  Ensure publication/form does not provide list of individual or organization e-mail addresses (one or two required for legitimate inquiries is acceptable).  

A1.12.  Ensure publication/form does not provide comprehensive telephone and e-mail listings exempt from release under FOIA. 

A1.13.  Ensure publication/form does not contain For Official Use Only (FOUO) information.

A1.14.  Ensure publication/form does not contain information about military operations and exercises to include but not be limited to: unit readiness, detailed mission statement, time-phase deployment or travel, operations schedules, logistics requirements, force apportionment, force allocation, unit beddown information, planning guidance, unit augmentation, force synchronization, counter-terrorism information, detailed budget reports, command and control (C2) information, inventory reports, intelligence, surveillance and reconnaissance capabilities, command, control, communications, computers and intelligence (C4I) architecture, non-combatant evacuation operations (NEO) plans or operations, counter-drug operations, unit recall rosters, weapons movements, mobilization information, detailed maps or installation photography, standard operating procedures, tactics, techniques, and procedures, and/or critical maintenance.

A1.15.  Ensure publication/form does not contain information about official travel itineraries of DOD individuals and units.

A1.16.  Ensure publication/form does not contain information such as duty rosters or detailed organizational charts and directories with names.

A1.17.  Ensure publication/form does not contain information about internal DoD personnel rules and practices unless cleared for release to the public. 

A1.18.  Ensure publication/form does not contain information about financial disclosure reports of special government employees.

A1.19.  Ensure publication/form does not contain information about representation rights and duties, or labor unions.

A1.20.  Ensure publication/form does not contain information about actions or reports of selection boards.

A1.21.  Ensure publication/form does not contain information about confidential medical records.

A1.22.  Ensure publication/form does not contain information about civil service examinations.

A1.23.  Ensure publication/form does not contain information about drug abuse/prevention/rehabilitation records.

A1.24.  Ensure publication/form does not contain information about US personnel classified as POW/MIA during Vietnam conflict.

A1.25.  Ensure publication/form does not contain information about employees of DIA, NRA, and NIMA.

A1.26.  Ensure publication/form does not contain information about contractor proposals or contract performance, income, profits, losses and expenditures, etc.

A1.27.  Ensure publication/form does not contain information about commercial or financial information received in confidence with loans, bids, contracts or proposals.

A1.28.  Ensure publication/form does not contain information about scientific and manufacturing processes or developments concerning technical or scientific data and other information submitted with an application for research grant or with a report while research is in progress.

A1.29.  Ensure publication/form does not contain information about test and evaluation of commercial products or military hardware/software produced by a non-government entity.

A1.30. Ensure publication/form does not contain information about patents, unless licensed for publication by the United States.

A1.31. Ensure publication/form does not contain information about patentable military systems or processes in the developmental stages.

A1.32.  Ensure publication/form does not contain information about confidential status of patent applications.

A1.33.  Ensure publication/form does not contain information about secrecy of certain inventions and withholding of patents or confidential inventions information.

A1.34.  Ensure publication/form does not contain information about test and evaluation that could result in an unfair advantage or disadvantage to the manufacturer or producer or could reveal the capabilities, limitations, or incapabilities of a DoD system or component.

A1.35. Ensure publication/form does not contain information about scientific and technological information relating to: critical technology on either the Munitions List or the Commerce Control List; unclassified special nuclear weapons information; unclassified technical data with military or space application; centers for Industrial Technology - Reports of Technology Innovations; atomic energy; control of Arms Exports; technical and scientific data developed by a contractor  or subcontractor exclusively or in part at private expense; sensitive reports such as Defense Acquisition Executive System Reports, selected acquisition reports, weapons system unit cost reports, weapons system working papers, assessments, contractor performance, Approved Program Baselines for ACAT I, II, III Weapons Systems, Weapons Systems Evaluation and Testing Results and Reports, or reports based on joint USA and foreign government technical research and weapons system evaluations, weapons system contractor performance reporting under earned value reporting system at the Level of CPE Reporting, and/or DOD component feedback staff working papers and assessments on weapons system program performance, etc.

A1.36.  Ensure publication/form does not contain information about intelligence information to include but not be limited to organizational and personnel information for DIA, NRO, and NIMA, maps, charts, and geodetic data, communications intelligence, NSA functions and information, protection of identifies of US undercover officers, agents, informants, and sources, protection of intelligence sources and methods.

A1.37. Ensure publication/form does not contain information about A-76 studies and other outsourcing studies that provide detailed descriptions of sensitive organizaitonal operations; administrative dispute resolutions; confidentiality of financial records; national historic preservation; internal advice, recommendations and subjective evaluations.

A1.38.  Ensure publication/form does not contain information about security and access controls relating to sensitivity of information and target audience.

A1.39.  Ensure publication/form contains information about privacy and security notices as necessary according to governing directives, ensuring they have been approved by the appropriate local legal authority.

A2.  After review of his/her publication or form, OPR will complete AF Form xx, 2000XXXX at attachment 2 which will be approved and provided to the publisher or forms manager for inclusion in the record set of the publication or form. 

Attachment 2

Form for Content Releasability Certification
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